
   

 

 

  

  

  

  

  

 

 

    

   

 

   

 

 

 

   

 

 

 

 

 

 

 

 

 

       

 

     

        

     

    

         

   

       

  

DRAFT 4
AGENDA STAFF REPORT 

Control: 26001855 

MEETING DATE: 10/27/2026 

LEGAL ENTITY TAKING ACTION: Board of Supervisors 

BOARD OF SUPERVISORS DISTRICT(S): District 5 

SUBMITTING AGENCY/DEPARTMENT: John Wayne Airport 

DEPARTMENT CONTACT PERSON(S): Charlene Reynolds, 949-252-5183 

Mazen Chilet, 949-252-5270 

SUBJECT:  Approve Model Contract for Airport IT Systems Design Services 

CEO CONCUR COUNTY COUNSEL REVIEW CLERK OF THE BOARD 

N/A N/A DISCUSSION 

3 Votes Board Majority 

Budgeted: Yes Current Year Cost: $500,000 Annual Cost: 

FY 2027-28 $1,000,000 

FY 2028-29 $1,000,000 

FY 2029-30 $500,000 

Staffing Impact: No Sole Source: No 

Current Fiscal Year Funding Source: See Financial Impact County Audit in Last 3 

Revenue: N/A Section years: No 

Levine Act Review 

Completed? Yes 

Prior Board Action: N/A 

RECOMMENDED ACTION(S): 

1. Find that the subject activity is not a project within the meaning of the California Environmental Quality 

Act (CEQA) Guidelines Section 15378 and is therefore not subject to review under CEQA. 

2. Select and approve all Respondents from the Solicitation Results in Attachment B, resulting from Request 

for Qualifications No. 280-3026801-CP for Airport IT Systems Design Services. 

3. Approve Model Contract for Airport IT Systems Design Services and authorize the Airport Director or 

designee to negotiate and execute, upon approval as to form by County Counsel, individual contracts 

without substantive changes, with the Respondents selected by the Board of Supervisors, in an aggregate 

amount not to exceed $3,000,000, for a term of three years, effective upon execution of all necessary 

signatures. If negotiations with any of the selected Respondents are unsuccessful, authorize the Airport 

Director or designee to proceed to negotiate and execute the approved contracts, upon County Counsel’s 
approval as to form, with the next Respondent(s) selected by the Board of Supervisors. 
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SUMMARY: 

Approval of the Model Contract for Airport IT Systems Design Services and authorization to negotiate and 

execute contracts with the Respondents selected by the Board of Supervisors will enable John Wayne 

Airport to obtain professional information technology systems design and consulting services to support 

the technology needs of various maintenance, non-capital and capital improvement projects, including 

emergency and unanticipated projects and assignments. 

BACKGROUND INFORMATION: 

Airport IT Systems Design Services (Services) provide specialized information technology (IT) systems 

design and consultation support that will assist John Wayne Airport (JWA) staff in delivering emergency, 

maintenance, non-capital and capital improvement projects, as well as studies, evaluations, and assessments 

of varying scope and complexity. These Services support a broad range of airport technology initiatives, 

such as video surveillance and access control systems; building management and automation systems; 

energy and power monitoring systems; geographic information systems; IT and network infrastructure 

planning and development; common use passenger processing systems; baggage handling systems; digital 

signage and wayfinding; and parking management systems, among others. 

In addition to technical design and consultation, the Services may include project management, 

coordination, evaluation, monitoring, testing, and quality assurance of IT-related work performed at JWA. 

These activities ensure contractor and project compliance with all applicable airport security, regulatory, 

and operational requirements and standards. 

On July 14, 2026, JWA released a Request for Qualifications (RFQ) to establish a Qualified Vendor List 

(QVL) for the Services, advertising the solicitation through the County’s online bidding system. A total of 

12 submittals were received by the August 4, 2026, deadline. Following the evaluation, three respondents 

met the minimum pass point to be included in the QVL. JWA is procuring these Services in accordance 

with Section 3.4-101 of the 2026 Contract Policy Manual. The Orange County Preference Policy does not 

apply to Architect-Engineer (A-E) contracts. 

Responsive proposals were evaluated by a five-member panel representing John Wayne Airport, Long 

Beach Airport, Ontario International Airport, and Paslay Group. The evaluation panel reviewed and scored 

the written Statement of Qualifications (SOQ) according to the criteria outlined in Attachment C. 

Evaluation Criteria 

Criteria Points 

Qualification and Related Experience/Technical 

Expertise 

400 

Key Personnel/Proposed Staffing 175 

Availability to Perform Services 250 

SOQ Organization/Completeness of Response 150 

Compliance with the County Model Contract 

*NOTE: RESPONDENTS SUBMITTING 

EXCEPTIONS TO THE COUNTY MODEL 

25 
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CONTRACT LISTED IN ATTACHMENT A OF 

THIS RFQ, SHALL RECEIVE A SCORE OF “0” 
FOR THIS CRITERIA. 

Total 1000 

A Notice of Solicitation Results was issued on September 11, 2026. See Attachment B for the Solicitation 

Results. The evaluation results are as follows: 

Respondent Total Evaluators’ 

Score* 

Burns Engineering, Inc. 2865 

Faith Group, LLC 2790 

Arora Engineers 2780 

*Cumulative of three evaluators 

JWA requests that the Board of Supervisors approve the Model Contract and authorize the Airport Director 

or designee to negotiate and execute the approved contracts with the Selected Respondents as referenced in 

the Recommended Actions above. 

Approval of the contracts supports the continued execution and delivery of JWA projects and assignments 

in a manner that supports seamless airport operations and upholds standards for safety, efficiency, and 

service quality. 

Through evaluation of JWA's business needs, additional reserve capacity is necessary for JWA to continue 

to respond to emergencies and unplanned projects/assignments associated with these Services. 

The appropriate due diligence has been conducted, and JWA has verified that all Respondents are in good 

standing. Reference checks were satisfactory regarding similar Services. Copies of the reference checks and 

verification are on file. 

The contracts include proposed subcontractors for the Respondents. In the event that the addition or 

substitution of any subcontractor impacts the scope of work and/or the contract amount, JWA will bring the 

matter back to the Board for approval. 

An analysis was completed to verify the contracts provide the County with persons specially trained, 

experienced, expert and competent to perform the special services in accordance with the law. 

Compliance with CEQA: This action is not a project within the meaning of CEQA Guidelines Section 

15378 and is therefore not subject to CEQA, since it does not have the potential for resulting in either a 

direct physical change in the environment, or a reasonably foreseeable indirect physical change in the 

environment. The approval of this agenda item does not commit the County to a definite course of action 

in regard to a project since it involves approval of contracts for professional IT systems design and 

consultation services to support the technology needs of a broad range of airport projects, studies, and/or 

assignments of varying types and levels of complexity. This proposed activity is therefore not subject to 

CEQA. Any individual, specific work authorized pursuant to these contracts will be reviewed for 

compliance with CEQA. 
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FINANCIAL IMPACT: 

Appropriations for the contracts will be included in JWA Operating Fund 280 and JWA Construction Fund 

281 FY 2026-27 Budget and will be included in the budgeting process for future years. Estimated utilization 

is primarily for projects in Fund 281. 

The proposed contracts include provisions stating the contracts are subject to, and contingent upon, 

applicable budgetary appropriations being approved by the Board for each fiscal year during the term of the 

contracts. If such appropriations are not approved, or are reduced, the contracts may be immediately 

modified or terminated without penalty to the County. The proposed contracts include a provision stating 

the contracts may be terminated upon 10 days' written notice for cause and upon not less than seven calendar 

days' written notice for convenience without penalty to the County. 

STAFFING IMPACT: 

N/A 

REVIEWING AGENCIES/DEPARTMENTS: 

N/A 

ATTACHMENTS: 
Attachment A – Model Contract MA 280-26011105 for Airport IT Systems Design Services 

Attachment B – Solicitation Results 

Attachment C – Summary of Evaluators' Scoring and Scoring Criteria 
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WAYNE AIRPORT 
ORANGE COUNTY 

Attachment A

CONTRACT MA-280-26011105 

FOR 

AIRPORT IT SYSTEMS DESIGN SERVICES 

BETWEEN 

COUNTY OF ORANGE, JOHN WAYNE AIRPORT 

AND 

TBD 
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Attachment A

CONTRACT MA-280-26011105 

WITH 

(TBD) 

FOR 

AIRPORT IT SYSTEMS DESIGN SERVICES 

THIS CONTRACT, hereinafter referred to as “Contract” for purposes of identification hereby 
numbered MA-280-26011105, by and between the County of Orange, a political subdivision of the State of 

California, hereinafter referred to as “County” and TBD, a TBD Corporation, hereinafter referred to as “A-E”, 

or “Contractor” which are sometimes individually referred to as “Party” or collectively referred to as “Parties.” 

RECITALS 

WHEREAS, County requires professional services to accomplish projects and/or services 

(“Projects/Services”) as described in MA-280-26011105 Scope of Work for Airport IT Systems Design Services, 

hereinafter referred to as “Attachment A,” attached hereto and incorporated herein by reference; and, 

WHEREAS, A-E is a firm whose principals are, as required by law, registered by the State of California 

for the practice of specialized A-E services per the attached Scope of Work. 

NOW, THEREFORE, IT IS AGREED by and between the parties hereto as follows: 

1. GENERAL 

1.1. Retainer 

1.1.1. County does hereby retain A-E to perform the Projects/Services as required by this Contract. 

1.1.2. A-E has offered, and County has accepted, the professional services of (A-E TBD) and A-E 

shall assign him/her to the Projects/Services. 

1.1.3. A-E may employ special consultants/contractors for the accomplishment of the 

Projects/Services specified; and only the firms or independent consultants/contractors identified 

in Attachment C may be employed by A-E to provide these Projects/Services. 

1.1.4. Consultants/contractors may be substituted and/or added by mutual agreement of A-E and the 

Director, County of Orange, John Wayne Airport or his designee, hereinafter referred to as 

“Director.” 

1.1.5. A-E's employment of independent consultants/contractors shall not relieve A-E from the 

performance of its own responsibilities pursuant to this Contract. However, all 

consultants/contractors independently contracting with County shall be independently liable to 

County for the performance of the work pursuant to their agreements, and A-E shall have no 

liability for work by contractors independently contracting with County. 

1.2. Projects/Services 

1.2.1. Description of Projects/Services 

a. Project/Services to be performed by A-E shall consist of the work as specified herein 

and as required in Attachment A, attached hereto and incorporated herein by reference. 

If in the event Attachment A shall be in conflict with any provision of this Contract, the 

wording as set forth in Attachment A shall prevail. 
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Attachment A

b. A-E shall be responsible for submitting all Projects/Services to County in a form which 

has been thoroughly reviewed and checked for completeness, accuracy and consistency 

by the registered professional named in Section 1.1.2 herein; and, any Projects/Services 

not meeting this requirement will be returned to A-E prior to review by County. 

1.2.2. Design Criteria and Standards 

All Projects/Services shall be performed in accordance with instructions, criteria and standards 

set forth by the Director. 

1.2.3. Scheduling 

a) Concurrently with the work of the Contract, A-E shall prepare a progress work schedule 

and within five (5) working days from the date of receipt of individual assignments from 

County, A-E shall submit to County two (2) copies of a progress work schedule which 

shall delineate dates of commencement and completion phases of 

Projects/Services assignments. A-E schedule shall include review 

period(s) set forth herein. An approved copy of the progress schedule will be returned to 

A-E. 

b) A-E shall allow at least five (5) working days for County review of progress work 

schedule. In planning work, A-E should anticipate and allow ten (10) working days for 

c) 

coordination of work, scheduling of seminars, if needed, and to resolve any problems that 

may develop. 

d) Within five (5) working days of each meeting, A-E shall prepare a brief memorandum 

summarizing the results of the meeting and shall submit it to County for concurrence. 

e) A-E shall complete all the work of Projects/Services and obtain all approvals by the 

not be 

f) In the event A-E fails to complete the work and obtain the approval of Director in the time 

allowed, County shall have the option of completing the work by its own forces or by 

contract with another firm. The time allowed for A-E to complete the Projects/Services 

pursuant to this Contract shall be extended for delay caused by County in completing its 

work pursuant to this Contract which delay exceeds the agreed County review and/or 

approval time periods. 

County shall assign an appropriate staff member to work with A-E in connection with the work 

of this Contract. Said staff member's duties will consist of the giving of advice and consultations, 

assisting A-E in negotiations with other public agencies and private parties, miscellaneous items 

which in the judgment of A-E or County's staff warrant attention, and all other duties as may be 

described in Attachment A. 

of the various 

required County 

County review of each submittal required in Attachment A. 

A-E shall meet on an as-needed basis as determined by County or at least once every four 

(4) weeks with County to review progress of work, adherence to progress schedule, 

County within the time frame indicated in Attachment A except A-E shall 

responsible for any delay beyond the control of A-E. 

1.3. Assistance by County Staff 

1.3.1. 

1.3.2. All of the above activities, however, shall be the primary responsibility of A-E to schedule, 

initiate and carry through to completion. 
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1.4. Term and Maximum Compensation 

The term of this Contract is effective for three (3) years commencing Month Day, Year through 

Month Day, Year upon Board of Supervisor approval or execution of all necessary signatures, 

whichever occurs later, with a Total Contract Amount not to exceed [($TBD)], except as 

permitted in Paragraph 1.5 below. 

1.5. A-E Compensation and Extra Work 

1.5.1. For the Projects/Services authorized under this Contract, A-E shall be compensated in 

accordance with the following: 

1.5.2. For completion and approval of all Projects/Services where “Extra Work” (defined as changes 
in approved portions of the Project/Services required by and ordered in writing by Director 

which changes constitute a change in or departure from said approved portions of 

Projects/Services) is not authorized, compensation including reimbursables shall be described 

and payable as stipulated in Fee Schedule, herein after referred to as “Attachment B”, attached 
hereto and incorporated herein by reference. 

1.5.3. Where Extra Work is authorized for Projects/Services: 

a) The amount for Extra Work shall be determined using Attachment B. Extra Work shall 

be required by and ordered in writing by Director. If this Contract is not approved by 

the Board of Supervisors, any change that increases the cumulative Contract price 

beyond $200,000 must be approved by the Board. Increases in the Contract amount for 

services within the existing scope of work may be granted by the Director where the 

amount does not exceed 25 percent of the existing Contract price or $200,000, 

whichever is less. 

b) A-E's billing for the Extra Work shall include but not be limited to names of A-E's staff 

employed in the Extra Work, classification of employees and number of hours worked. 

1.5.4. For partial completion of work of Projects/Services followed by default on part of A-E: 

a) For failure to complete and secure approval of the first required submittal, there shall 

be no compensation. 

b) For failure to complete and secure approval of other authorized phases, A-E shall, upon 

completion of Projects/Services by others, be entitled to receive compensation based on 

approved work of Projects/Services not to exceed the amounts specified in Attachment 

A for that particular submittal, plus the reasonable value as determined by County of 

the non-approved work; provided, however, that if the cost to County to complete the 

contract exceeds the amount specified herein, A-E shall be liable to County for such 

excess costs attributable to A-E's breach of the Contract. 

2. LABOR 

2.1 Non-Employment of County Personnel 

2.1.1 A-E agrees that it will neither negotiate, offer, or give employment to any full-time, regular 

employee of County in professional classifications of the same skills required for the 

performance of this Contract who is involved in this Project in a participatory status during the 

life of this Contract regardless of the assignments said employee may be given or the days or 

hours employee may work. 

2.1.2 Nothing in this Contract shall be deemed to make A-E, or any of A-E’s employees or agents, 
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agents or employees of the County. A-E shall be an independent contractor and shall have 

responsibility for and control over the details and means for performing the work, provided that 

A-E is in compliance with the terms of this Contract. Anything in the Contract which may appear 

to give County the right to direct A-E as to the details of the performance of the work or to 

exercise a measure of control over A-E shall mean that A-E shall follow the desires of County, 

only in the results of the work. 

2.2 Non-Discrimination 

2.2.1 In the performance of this contract, A-E agrees that it will comply with the requirements of the 

California Labor Code and not engage nor permit any subcontractors to engage in discrimination 

in employment of persons because of the race, religious creed, color, national origin, ancestry, 

physical disability, mental disability, medical condition, marital status, or sex of such persons. 

2.2.2 A-E acknowledges that a violation of this provision shall subject A-E to all the penalties imposed 

for a violation of the California Labor Code. 

2.2.3 The A-E shall comply with the regulations relative to nondiscrimination in Federally assisted 

programs of the Department of Transportation (hereinafter, "DOT") Title 49, Code of Federal 

Regulations, Part 21, as they may be amended from time to time (hereinafter referred to as the 

Regulations), which are incorporated herein by reference in Attachment D and made a part of 

this Agreement. 

2.2.4 A-E shall provide all information and reports required by the regulations or directives issued 

pursuant thereto and shall permit access to its books, records, accounts, other sources of 

information, and its facilities as may be determined by the sponsor or the Federal Aviation 

Administration (FAA) to be pertinent to ascertain compliance with such regulations, orders and 

instructions. 

Where any information required of A-E is in the exclusive possession of another who fails or 

refuses to furnish this information, A-E shall so certify to the sponsor or the FAA, as appropriate, 

and shall set forth what efforts it has made to obtain the information. 

2.3 Employee Eligibility Verification 

A-E warrants that it fully complies with all Federal and State statutes and regulations regarding 

the employment of aliens, and others and that all its employees performing work under this 

Contract meet the citizenship or alien status requirement set forth in Federal statutes and 

regulations. A-E shall obtain from all employees performing work hereunder, all verification 

and other documentation of employment eligibility status required by Federal or State statutes 

and regulations, including but not limited to, the Immigration Reform and Control Act of 1986, 

8 U.S.C. § 1324 et seq., as they currently exist and as they may be hereafter amended. A-E shall 

retain all such documentation for all covered employees for the period prescribed by the law. 

2.4 Independent Contractor 

2.4.1 As referenced in Section 2.1.2 of this Contract, A-E shall be considered an independent 

contractor. 

2.4.2 Neither A-E, its employees nor anyone working under A-E shall qualify for workers’ 
compensation or other fringe benefits of any kind through County. 

2.5 Conflict of Interest Contractor Personnel 

2.5.1 A-E shall exercise reasonable care and diligence to prevent any actions or conditions that could 

result in a conflict with the best interests of County. This obligation shall apply to A-E, A-E’s 
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officers, directors, employees, agents, and subcontractors associated with accomplishing work 

and services hereunder. A-E’s efforts shall include, but not be limited to establishing precautions 

to prevent its employees, agents, and subcontractors from providing or offering gifts, 

entertainment, payments, loans or other considerations which could be deemed to influence or 

appear to influence County staff or elected officers from acting in the best interests of County. 

2.5.2 A-E shall notify County, in writing, of any potential or actual conflicts of interest between A-E 

and County that may arise prior to, or during the period of, Contract performance, including, 

but not limited to, whether any known County public officer’s child is an officer or director of, 

or has an ownership interest of ten (10) percent or more in, Contractor A-E.  While A-E will be 

of the A-E identified in the Contract. 

qualified vendor. 

required to provide this information without prompting from County any time there is a change 

regarding conflict of interest, Contractor must also provide an update to County upon request 

by County. 

2.6 Labor Code Notice 

2.6.1 All A-E and subcontractors must comply with the requirements of California Labor Code 1770 

et seq. if the work performed is considered a “public works” under California Labor Code 1720 
et seq. A-E is encouraged to contact the California Department of Industrial Relations for 

clarification if the A-E is unsure if some or any of the work performed under this Contract 

qualifies as “public works”. 

3. INSURANCE PROVISIONS 

3.1 Prior to the provision of services under this Contract, A-E shall carry all required insurance at A-E’s 
expense, including all endorsements required herein. A-E agrees to keep such insurance coverage 

current and provide a Certificate of Insurance and endorsements to the County during the entire term of 

this Contract.  

3.2 The procuring of such required policy or policies of insurance shall not be construed to limit A-E's 

liability hereunder nor to fulfill the indemnification provisions and requirements of this Contract, nor 

act in any way to reduce the policy coverage and limits available from the insurer. Any failure on the 

part of the County to monitor or enforce compliance with any of the insurance requirements shall not be 

construed as a waiver of any required insurance provisions herein. 

3.3 Evidence of Insurance 

3.3.1 Insurance certificates and all endorsements shall be forwarded to the agency/department address listed 

on the solicitation.  The name of the Insured Party on the Certificate of Insurance shall match the name 

3.3.2 If the A-E fails to provide insurance certificates and endorsements within seven (7) days of notification 

by CEO/Purchasing or the agency/department purchasing division, award may be made to the next 

3.3.3 Failure to maintain and/or provide evidence of insurance acceptable to the County for the full term of 

this Contract shall constitute a material breach, upon which the County may terminate this Contract. 

3.4 Cancellation and Changes in Insurance 

3.4.1 A-E shall provide thirty (30) days prior written notice to the County of any policy cancellation or non-

renewal and ten (10) days prior written notice where cancellation is due to non-payment of premium and 

provide a copy of the cancellation notice to County. Failure to provide written notice of cancellation 

may constitute a material breach of the Contract, upon which the County may suspend or terminate this 

Contract. 
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3.4.2 Insurance requirements are subject to periodic review by County. County retains the right to require 

additional types of insurance coverage or higher limits throughout the term of this Contract. Any change 

will be deemed by County Risk Manager as appropriate to adequately protect County’s risk. County 
shall notify A-E in writing of changes in the insurance requirements. If A-E does not provide acceptable 

Certificates of Insurance and endorsements to County incorporating such changes within thirty (30) days 

of receipt of such notice, this Contract may be in breach without further notice to A-E, and County shall 

be entitled to all legal remedies. 

3.5 Subcontractor Insurance Requirements 

3.5.1 All subcontractors performing work on behalf of A-E pursuant to this Contract shall be included under 

A-E’s insurance as an Additional Insured or shall maintain insurance subject to the same requirements 
as A-E (unless specified below). A-E shall not allow subcontractors to work if subcontractors have less 

than the level of coverage required by County from A-E under this Contract. A-E shall provide the 

insurance requirements to every subcontractor and shall be responsible for verifying each subcontractor 

complies with the required insurance prior to allowing any subcontractor to begin work. Evidence of 

subcontractor’s insurance must be maintained by A-E through the entirety of this Contract for inspection 

by County at any reasonable time. 

3.6 Self Insured Retention (SIR) 

3.6.1 All SIR’s shall be clearly stated on the Certificate of Insurance. Any SIR above Fifty Thousand Dollars 
$50,000 shall specifically be approved by the County’s Risk Manager, or designee. The County reserves 

the right to require current audited financial reports from A-E as evidence it can support the SIR. 

3.7 Qualified Insurer 

3.7.1 The policy or policies of insurance must be issued by an insurer with a minimum rating of A- (Secure 

A.M. Best's Rating) and VIII (Financial Size Category as determined by the most current edition of the 

Best's Key Rating Guide/Property-Casualty/United States or ambest.com). 

3.8 Waiver of Subrogation 

3.8.1 All insurance policies required by this Contract shall waive all rights of subrogation against the County 

of Orange, its elected and appointed officials, officers, employees, and agents when acting within the 

scope of their appointment or employment. 

3.9 Umbrella or Excess Insurance 

3.9.1 If A-E utilizes combination of umbrella or excess policies to satisfy the required insurance, these policies 

must “follow form” and afford no less coverage than the primary policy. 

3.10 Insurance Coverage and Limits: A-E shall maintain throughout the contract the minimum limits and 

coverage as set forth below. 

1. Commercial General Liability 

Shall be written on occurrence basis utilizing Insurance Services Office (ISO) form CG 00 01, or a 

substitute form providing liability coverage at least as broad. The policy shall contain a severability 

of interests “separation of insureds” clause and include coverage for products completed operations, 

personal and advertising, and contractual liability. 

A. Minimum Limits $1,000,000 per occurrence; $2,000,000 aggregate. 

B. An Additional Insured endorsement using ISO form CG 20 26 04 13 or a form at least as broad 

naming the County of Orange, its elected and appointed officials, officers, employees, and 
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Attachment A

agents as Additional Insureds, or provide blanket coverage which shall state As Required by 

Written Contract. 

C. A primary non-contributing endorsement using ISO form CG 20 01 04 13, or a form at least as 

broad evidencing that the Contractor’s insurance is primary, and any insurance or self-insurance 

maintained by the County shall be excess and non-contributing. 

2. Auto Liability 

The Business Auto Liability coverage shall be written on ISO form CA 00 01, CA 00 05, CA 0012, 

another Liability policy. 

the policies were separate. 

A.

CA 00 20, or a substitute form providing coverage at least as broad. The policy shall include 

coverage for owned or scheduled (if applicable), non-owned, and hired vehicles. 

A. Minimum Limits $1,000,000 combined single limit each accident 

3. Worker’s Compensation and Employer’s Liability 

Coverage is required for all employees providing services pursuant to the Contract. Worker’s 
Compensation coverage shall have statutory limits and meet all the requirements of the State of 

California Labor Code. 

A. Employer’s Liability policy with minimum limits of $1,000,000 per accident or disease 

B. The Workers’ Compensation policy shall contain a waiver of subrogation endorsement waiving 
all rights of subrogation against the County of Orange, its elected and appointed officials, 

officers, employees, and agents or provide blanket coverage, which will state As Required by 

Written Contract. 

C. If A-E has no employees, it may certify to County that it does not currently have any employees 

or individuals who are defined as “employees” under the Labor Code by signing a County 

waiver. The waiver shall be reviewed and will require approval by County Risk Manager or 

designee. 

4. Professional Liability 

Coverage for all claims from any actual or alleged negligent act, error, or omission related to 

professional services required under this Contract. Coverage may be standalone or combined with 

If combined, the total combined limit shall be the same or greater than if 

Minimum Limits $1,000,000 per claims made and $2,000,000 aggregate 

5. Network Security & Privacy Liability 

Coverage may be standalone or combined with a Cyber Liability policy. If combined, the 

Certificate of Insurance must indicate “Network Security & Privacy Liability” with the required 

limits shown. 

The policy shall include coverage to sufficiently cover all the actions of the A-E including but not 

limited to claims for Network Security, Privacy Liability, Media Liability, Cyber Extortion, 

Regulatory Proceeding, Data Breach, System Failure, Electronic Data Recovery, and Payment 

Card Industry Data Security Standard (PCI-DSS), and Social Engineering. Coverage shall also 

include breach response costs, credit monitoring and regulatory fines. 

A. Minimum Limits $1,000,000 per occurrence or claims made; $2,000,000 aggregate. 
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6. Technology Errors & Omissions 

A. Minimum Limits $1,000,000 per claims made and aggregate 

Claims Made Coverage 

If any required coverage is written on a Claims Made basis, A-E shall agree to the following: 

1. The retroactive date must be shown and must be before the date of the Contract or the beginning 

of the Contract services. 

State statutes or

be used as a defense by A-E. 

4.3.1 

2. Insurance must be maintained, and evidence of insurance must be provided for at least three (3) 

years after expiration or earlier termination of Contract services. 

3. If coverage is canceled or non-renewed and not replaced with another claims-made policy 

form with a retroactive date prior to the effective date of the contract services, A-E must 

purchase a claim extended reporting period for a minimum of three (3) years after expiration 

of earlier termination of the Contract services. 

4. .INDEMNITY/COMPLIANCE 

4.1 A-E shall indemnify, defend with counsel approved in writing by County, and hold harmless, 

the County, and its/their agents, officers, and employees from employer sanctions and any other 

liability which may be assessed against A-E or the County or both in connection with any alleged 

violation of any Federal or regulations pertaining to the eligibility for 

employment of any persons performing work under this Contract. 

4.2 All Projects/Services submitted by A-E shall be complete and shall be carefully checked prior 

to submission. A-E understands that County's checking is discretionary, and A-E shall not 

assume that County will discover errors and/or omissions. If County discovers any errors or 

omissions prior to approving A-E's Projects/Services, the Projects/Services will be returned to 

A-E for correction. Should County or others discover errors or omissions in the work submitted 

by A-E after County's approval thereof, County's approval of A-E's Projects/Services shall not 

4.3 Indemnification 

A-E agrees to, indemnify, defend with counsel approved in writing by County, and hold County 

of Orange, and their elected and appointed officials, officers, employees, agents and those 

special districts and agencies which County’s Board of Supervisors acts as the governing Board 

(“County Indemnitees”) harmless from any claims, demands or liability of any kind or nature, 
including but not limited to personal injury or property damage, arising out of, pertaining to, or 

relating to the negligence, recklessness, or willful misconduct of the A-E. If judgment is entered 

against A-E and County by a court of competent jurisdiction because of the concurrent active 

negligence of A-E and County or County Indemnitees, A-E and County agree that liability will 

be apportioned as determined by the court. Neither Party shall request a jury apportionment. 

Notwithstanding anything stated above, nothing contained herein shall relieve A-E of any 

insurance requirements or obligations created elsewhere in this Contract. 

4.4 Bills and Liens 

4.4.1 A-E shall pay promptly all indebtedness for labor, materials and equipment used in performance 

of the work. A-E shall not permit any lien or charge to attach to the work or the premises, but if 

any does so attach, A-E shall promptly procure its release and, in accordance with the 

requirements of the indemnification paragraph above, indemnify, defend, and hold County 
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Attachment A

harmless and be responsible for payment of all costs, damages, penalties and expenses arising 

from or related thereto. 

4.5 Compliance with Laws 

4.5.1 A-E represents and warrants that services to be provided under this Contract shall fully comply, 

at A-E’s expense, with all standards, laws, statutes, restrictions, ordinances, requirements, and 

regulations (collectively “laws”), including, but not limited to those issued by County in its 
governmental capacity and all other laws applicable to the services at the time services are 

provided to and accepted by County. A-E acknowledges that County is relying on A-E to ensure 

such compliance, and pursuant to the requirements of the Insurance and Indemnification section, 

A-E agrees that it shall defend, indemnify and hold County and County Indemnitees harmless 

from all liability, damages, costs and expenses arising from or related to a violation of such 

laws. 

4.5.2 A-E shall remain in compliance and in good standing, maintaining current and active business 

entity and/or nonprofit registration status, with all applicable federal, state and local registration 

requirements at the time of execution of the contract through the duration of the term of the 

Contract, and shall provide annual confirmation of current and active status to County through 

the term of the Contract. 

4.5.3 A-E acknowledges that County is relying on A-E for such compliance, and pursuant to the 

requirements of the indemnification paragraph above, A-E agrees that it shall defend, 

indemnify and hold County and County Indemnitees harmless from all liability, damages, 

costs and expenses arising from or related to a violation of such laws. 

5. TERMINATION 

5.1 Termination of Contract for Cause 

5.1.1 If A-E breaches any of the covenants or conditions of this Contract, County shall have the right 

to terminate this Contract upon ten (10) days written notice prior to the effective day of 

termination. 

5.1.2 A-E shall have the opportunity to cure the alleged breach prior to termination. 

5.1.3 In the event the alleged breach is not cured by A-E prior to termination, all work performed by 

A-E pursuant to this Contract, which work has been reduced to plans or other documents, shall 

be made available to County. 

5.2 Termination for Convenience 

5.2.1 Notwithstanding any other provision of the Contract, County may at any time, and without 

cause, terminate this Contract in whole or in part, upon not less than seven (7) calendar days’ 
written notice to the A-E. Such termination shall be effected by delivery to the A-E of a notice 

of termination specifying the effective date of the termination and the extent of the Work to be 

terminated. 

5.2.2 A-E shall immediately stop work in accordance with the notice and comply with any other 

direction as may be specified in the notice or as provided subsequently by County. 

5.2.3 County shall pay the A-E for the Work completed prior to the effective date of the termination, 

and such payment shall be the A-E’s sole remedy under this Contract. 

5.2.4 Under no circumstances will A-E be entitled to anticipatory or unearned profits, consequential 

damages, or other damages of any sort as a result of a termination or partial termination under 
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this Paragraph. 

5.2.5 A-E shall insert in all subcontracts that the subcontractor shall stop work on the date of and to 

the extent specified in a notice of termination and shall require subcontractors to insert the same 

condition in any lower tier subcontracts. 

5.3 Breach of Contract 

The failure of the A-E to comply with any of the provisions, covenants or conditions of this 

Contract shall be a material breach of this Contract. In such event, in addition to any other 

remedies available at law, in equity, or otherwise specified in this Contract, the County may: 

a. afford the A-E written notice of the breach and ten (10) calendar days or such shorter time 

that may be specified in this Contract within which to cure the breach; 

b. discontinue payment to the A-E for and during the period in which the A-E is in breach; 

and 

c. offset those monies disallowed pursuant to the above, against any monies billed by the A-

E but yet unpaid by the County. 

5.4 Default 

5.4.1 In the event any equipment or service furnished by the A-E in the performance of this Contract 

should fail to conform to the specifications therein within one (1) calendar year from the 

County’s acceptance of the equipment or service, or any performance period specifically 

specified within the specifications or Contract, whichever is greater, the County may reject 

same, and it shall become the duty of the A-E to reclaim and remove the items without expense 

to the County and to immediately replace all such rejected equipment or service with others 

conforming to such specifications, provided that should the A-E fail, neglect or refuse to do so 

within one hundred and twenty (120) calendar days, the County shall have the right to purchase 

on the open market a corresponding quantity of any such equipment or service and to deduct 

from any monies due or that may thereafter become due to the A-E the difference between the 

price specified in this Contract and the actual cost to the County. 

5.4.2 In the event the A-E shall fail to make prompt delivery as specified of any equipment or service, 

the same conditions as to the rights of the County to purchase on the open market and to 

reimbursement set forth above shall apply, except as otherwise provided in this Contract. 

5.4.3 In the event of the cancellation of this Contract, either in whole or in part, by reason of the 

default or breach by the A-E, any loss or damage sustained by the County in procuring any 

equipment or service which the A-E agreed to supply under this Contract shall be borne and 

paid for by the A-E. 

5.4.4 Default shall include failure to carry out any of the requirements of this Contract, including, but 

not limited to not providing enough properly skilled workers or proper materials, persistently 

disregarding laws and or ordinances, not proceeding with the Projects/Services as agreed to 

herein, or otherwise substantially violating any provision of this Contract. 

5.4.5 Upon termination of this Contract with A-E, the County may begin negotiations with a third-

party A-E to provide goods and/or Project/Services as specified in this Contract. 

5.4.6 The right of either Party to terminate this Contract hereunder shall not be affected in any way 

by its waiver of or failure to take action with respect to any previous default. 
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6. MISCELLANEOUS 

6.1 Laws to be Observed 

A-E is assumed to be familiar with and, at all times, shall observe and comply with all federal, 

state and local laws, ordinances and regulations in any manner affecting the conduct of the 

Projects/Services. 

6.2 Award of Construction Contract and Other Future Contracts 

A-E is hereby informed that provisions of the Public Contract Code, the Political Reform Act 

of 1974, other statutes, regulations, and County policy prohibit, as an impermissible conflict of 

interest, the award of a contract for the construction of the project(s) on which A-E performed 

architectural-engineering services under this A-E Contract. A-E is hereby informed that these 

statutes and regulations could also prohibit the award to A-E of design or other contracts on 

future phases related to tasks performed by A-E under this Contract. This prohibition applies 

also to a subcontractor of or parent company of the firm that performed architectural-

engineering tasks under this Contract. 

6.3 Amendments 

No alteration or variation of the terms of this Contract shall be valid unless made in writing and 

signed by the Parties; no oral understanding or agreement not incorporated herein shall be 

binding on either of the Parties; and no exceptions, alternatives, substitutes or revisions are valid 

or binding on County unless authorized by County in writing. 

6.4 Successors and Assigns 

The terms and provisions of this Contract shall be binding upon and inure to the benefit of the 

parties hereto and their successors and assigns. 

6.5 Entirety 

This Contract contains the entire agreement between the parties with respect to the matters 

provided for herein. 

6.6 Severability 

If any part of this Contract is held, determined, or adjudicated to be illegal, void, or 

unenforceable by a court of competent jurisdiction, the remainder of this Contract shall be given 

effect to the fullest extent reasonably possible. 

6.7 Binding Obligation 

The Parties to this Contract represent and warrant that this Contract has been duly authorized 

and executed and constitutes the legally binding obligation of their respective organization or 

entity enforceable in accordance with its terms. 

6.8 Governing Law and Venue 

6.8.1 This Contract has been negotiated and executed in the State of California and shall be governed 

by and construed under the laws of the State of California. In the event of any legal action to 

enforce or interpret this Contract, the sole and exclusive venue shall be a court of competent 

jurisdiction located in Orange County, California, and the Parties hereto agree to and do hereby 

submit to the jurisdiction of such court, notwithstanding Code of Civil Procedure, Section 394. 
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6.8.2 The Parties specifically agree that by soliciting and entering into and performing 

Projects/Services under this Contract, the A-E shall be deemed to constitute doing business 

within Orange County from the time of solicitation of work, through the period when all 

Projects/Services under this Contract is completed and continuing until the expiration of any 

applicable limitations period. 

6.9 Intentionally Omitted 

6.10 Ownership of Documents 

Attachment A

6.10.1 All data, including but not limited to letters, reports, files, plans, drawings, specifications, 

Consultant SOQs, sketches, diagrams and calculations, prepared by A-E and/or anyone acting 

under the supervision of A-E pursuant to this Contract, shall become the property of County 

upon preparation by A-E and may be used by the County as it may require without additional 

cost to the County. 

6.10.2 County shall not be limited in any way to its use thereof at any time, including the release of 

this data to third parties. A-E shall be held harmless for release of such data as may be prepared 

or created under this Contract to any third Party. If A-E and/or anyone acting under the 

supervision of A-E should later desire to use any of the data prepared in connection with this 

Contract, A-E shall first obtain the written approval of County. 

6.11 Confidentiality 

6.11.1 All ideas, memoranda, specifications, plans, procedures, drawings, descriptions, and all written 

or other information submitted to A-E in connection with the performance of this Contract shall 

be held confidential by A-E and/or anyone acting under the supervision of A-E and shall not, 

without the prior written consent of County, be used for any purposes other than the performance 

of the Projects/Services described in Attachment A, nor be disclosed to any person, partnership, 

company, corporation or agency, not connected with the performance of the Projects/Services. 

6.11.2 Nothing furnished to A-E which is generally known among counties in Southern California shall 

be deemed confidential. 

6.11.3 A-E and/or anyone acting under the supervision of A-E shall not use County name or insignia, 

photographs of the work, or any other publicity pertaining to the work in any magazine, trade 

paper, newspaper, or other medium without the express written consent of County. 

6.12 Publication 

6.12.1 No copies of sketches, schedules, written documents, computer based data, photographs, maps 

or graphs, including graphic art work, resulting from performance or prepared in connection 

with this Contract, are to be released by A-E and/or anyone acting under the supervision of A-

E to any person, partnership, company, corporation, or agency, without prior written approval 

by the County, except as necessary for the performance of the services of this Contract. All press 

contacts, including graphic display information to be published in newspapers, magazines, etc., 

are to be administered only after County approval. 

6.12.2 The A-E agrees that it will not issue any news releases or make any contact with the media in 

connection with either the award of this Contract or any subsequent amendment of, or effort 

under this Contract. A-E must first obtain review and approval of said media contact from the 

County through the County’s Project Manager. Any requests for interviews or information 

received by the media should be referred directly to the County. A-E’s are not authorized to 
serve as a media spokesperson for County projects without first obtaining permission from the 

County Project Manager. 
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Attachment A

6.13 Records and Audit/Inspections 

6.13.1 A-E shall keep an accurate record of time expended by A-E and/or consultants employed by A-

E in the performance of this Contract. 

6.13.2 Within ten (10) days of County's written request, A-E shall allow County or authorized State or 

Federal agencies or any duly authorized representative to have the right to access, examine, 

audit, excerpt, copy or transcribe any pertinent transaction, activity, timecards or other records 

relating to this Contract. 

Company 

For County: 

6.13.3 A-E shall keep such material, including all pertinent cost accounting, financial records and 

proprietary data for a period of three (3) years after termination or completion of the Contract 

or until resolution of any claim or dispute between the Parties, whichever is later. 

6.13.4 Should A-E cease to exist as a legal entity, records pertaining to this Contract shall be forwarded 

within a reasonable period of time not to exceed sixty (60) days to its successor in interest or 

surviving entity in a merger or acquisition, or, in the event of liquidation, to County. 

6.14 Notices 

6.14.1 Any and all notices, requests, demands and other communications contemplated, called for, 

permitted, or required to be given hereunder shall be in writing, except through the course of 

the Parties’ project managers’ routine exchange of information and cooperation during the 
Projects/Services. 

6.14.2 Any written communications shall be deemed to have been duly given upon actual in-person 

delivery, if delivery is by direct hand, or upon delivery on the actual day of receipt, or no greater 

than four (4) calendar days after being mailed by U. S. certified or registered mail, return receipt 

requested, postage prepaid, whichever occurs first. The date of mailing shall count as the first 

day. 

6.14.3 All communications shall be addressed to the appropriate Party at the address stated herein or 

such other address as the parties hereto may designate by written notice from time to time in the 

manner aforesaid. 

For A-E: 

Attn: TBD, Name, Project Manager 

Company Address 

Company City, ST, Zip 

Phone: (###) ###-#### 

E-mail: name@domain 

JWA/Planning and Development 

Attn: TBD, Project Manager/Engineer 

Address 

City, ST, Zip 

Phone: (###) ###-#### 

E-mail: email@ocair.com 

cc: JWA/Procurement 

Attn: Choy Pham, County DPA 

3160 Airway Avenue 

Costa Mesa, CA 92626 

Phone: (949) 252-5128 

E-mail: email@ocair.com 
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6.15 Attorney's Fees 

In any action or proceeding to enforce or interpret any provision of this Contract, or where any 

provision hereof is validly asserted as a defense, each Party shall bear its own attorney’s fees, 
costs and expenses. 

6.16 Interpretation 

6.16.1 Contract has been negotiated at arm's length and between persons sophisticated and 

knowledgeable in the matters dealt with in this Contract. 

6.20 Assignment 

successors, 

6.16.2 In addition, each Party has been represented by experienced and knowledgeable independent 

legal counsel of their own choosing or has knowingly declined to seek such counsel despite 

having the opportunity to do so. 

6.16.3 Each Party further acknowledges that they have not been influenced to any extent whatsoever 

in executing this Contract by any other Party hereto or by any person representing them, or both. 

6.16.4 Accordingly, any rule of law (including California Civil Code Section 1654) or legal decision 

that would require interpretation of any ambiguities in this Contract against the Party that has 

drafted it is not applicable and is waived. 

6.16.5 The provisions of this Contract shall be interpreted in a reasonable manner to affect the purpose 

of the Parties and this Contract. 

6.17 Headings 

The various headings and numbers herein, the grouping of provisions of this Contract into 

separate clauses and paragraphs, and the organization hereof are for the purpose of convenience 

only and shall not limit or otherwise affect the meaning hereof. 

6.18 Acceptance 

Unless otherwise agreed to in writing by County acceptance shall not be deemed complete 

unless in writing and until all the services have actually been received, inspected, and tested to 

the satisfaction of County. 

6.19 Changes 

A-E shall make no changes in the work or perform any additional work without the County’s 

specific written approval. 

The terms, covenants, and conditions contained herein shall apply to and bind the heirs, 

executors, administrators and assigns of the parties. Furthermore, neither the 

performance of this Contract nor any portion thereof may be assigned or sub-contracted by A-

E, by any means whatsoever including but not limited to acquisition by merger, without the 

express written consent of County. Any attempt by A-E to assign or sub-contract the 

performance or any portion thereof of this Contract without the express written consent of 

County shall be invalid and shall constitute a breach of this Contract. 

6.21 Changes in Ownership 

A-E agrees that if there is a change or transfer in ownership, including but not limited to merger 

by acquisition, of A-E’s business prior to completion of this Contract, the new owners shall be 
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required under terms of sale or other transfer to assume A-E’s duties and obligations contained 
in this Contract and to obtain the written approval of County of such merger or acquisition, and 

complete the obligations and duties contained in the Contract to the satisfaction of County. A-

E agrees to pay, or credit toward future work, County’s costs associated with processing the 

merger or acquisition. 

6.22 Force Majeure 

A-E shall not be assessed with damages or unsatisfactory performance penalties during any 

delay beyond the time named for the performance of this Contract caused by any act of God, 

war, civil disorder, employment strike or other cause beyond its reasonable control, provided 

A-E gives written notice of the cause of the delay to County within thirty-six (36) hours of the 

start of the delay and A-E avails himself of any available remedies. 

6.23 Calendar Days 

Any reference to the word “day” or “days” herein means calendar day or calendar days, 
respectively, unless otherwise expressly provided. 

6.24 Title to Data 

6.24.1 All materials, documents, data or information obtained from the County data files or any County 

medium furnished to the A-E in the performance of this Contract, will at all times remain the 

property of the County. Such data or information may not be used or copied for direct or indirect 

use by the A-E after completion or termination of this Contract without the express written 

consent of the County. 

6.24.2 All materials, documents, data or information, including copies furnished by County and loaned 

to A-E for his temporary use, must be returned to the County at the end of this Contract unless 

otherwise specified by the Director. 

6.25 Availability of Funds 

The obligation of County is subject to the availability of funds appropriated for this purpose, 

and nothing herein shall be construed as obligating the County to expend or as involving the 

County in any contract or other obligation for future payment of money in excess of 

appropriations authorized by law. 

6.26 Contingency of Funding 

A-E acknowledges that funding or portions of funding for this Contract may also be contingent 

upon receipt of funds from, and/or appropriation of funds by, the State of California or other 

funding sources to County. If such funding and/or appropriations are not forthcoming, or 

otherwise limited, County may immediately terminate or modify this Contract without penalty. 

6.27 Contract Construction 

The Parties acknowledge that each Party and its counsel have reviewed this Contract and that 

the normal rule of construction to the effect that any ambiguities are to be resolved against the 

drafting Party shall not be employed in the interpretation of this Contract or any amendment or 

exhibits hereto. 

6.28 Conflicts of Interest 

6.28.1 A-E or its employees may be subject to the provisions of the California Political Reform Act of 

1974 (the “Act”), which (1) requires such persons to disclose any financial interest that may be 
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materially affected by services provided under this Contract, (2) prohibits such persons from 

making, or participating in making, decisions that could reasonably affect such interest; and (3) 

may require the filing a Statement of Economic Interest (Form 700). 

6.28.2 If subject to the Act, A-E shall conform to all requirements of the Act. Failure to do so shall 

constitute a material breach and is grounds for immediate termination of this Contract by 

County. Pursuant to Section 4.3 “Indemnification”, A-E shall indemnify and hold harmless 

County for any and all claims for damages resulting from Contractor’s violation of this Section. 

6.29 Usage 

No guarantee is given by the County to A-E regarding usage of this Contract. The A-E agrees 

to supply services requested, as needed by the County of Orange, at prices listed in the Contract, 

regardless of quantity requested. 

6.30 Wage Rates 

Contractor shall post a copy of the wage rates at the job site and shall pay the adopted prevailing 

wage rates as a minimum. Pursuant to the provisions of Section 1773 of the Labor Code of the 

State of California, the Board of Supervisors has obtained the general prevailing rate of per diem 

wages and the general prevailing rate for holiday and overtime work in this locality for each 

craft, classification, or type of workman needed to execute this Contract from the Director of 

the Department of Industrial Relations. These rates are on file with the Clerk of the Board of 

Supervisors. Copies may be obtained at cost at the office of County's OC Public Works/OC 

Facilities & Asset Management/A&E Project Management or visit the website of the 

Department of Industrial Relations, Prevailing Wage Unit at www.dir.ca.gov/DLSR/PWD. The 

Contractor shall comply with the provisions of Sections 1774, 1775, 1776 and 1813 of the Labor 

Code. 

6.31 Apprenticeship Requirements 

The Contractor shall comply with Section 230.1(A), California Code of Regulations as required 

by the Department of Industrial Relations, Division of Apprenticeship Standards by submitting 

DAS Form to the Joint Apprenticeship Committee of the craft or trade in the area of the site. 

6.32 Registration of Contractor 

All contractors and subcontractors must comply with the requirements of Labor Code Section 

1771.1(a), pertaining to registration of contractors pursuant to Section 1725.5. Bids cannot be 

accepted from unregistered contractors except as provided in Section 1771.1. This project is 

subject to compliance monitoring and enforcement by the Department of Industrial Relations. 

After award of the contract, Contractor and each Subcontractor shall furnish electronic payroll 

records directly to the Labor Commissioner in the manner specified in Labor Code Section 

1771.4. 

6.33 Payroll Records 

6.33.1 Contractor and any Subcontractor(s) shall comply with the requirements of Labor Code Section 

1776. Such compliance includes the obligation to furnish the records specified in Section 1776 

directly to the Labor Commissioner in an electronic format, or other format as specified by the 

Commissioner, in the manner provided by Labor Code Section 1771.4. 

6.33.2 The requirements of Labor Code Section 1776 provide, in summary: 
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Contractor and any Subcontractor(s) performing any portion of the work under this Contract 

shall keep an accurate record, showing the name, address, social security number, work 

classification, straight time and overtime hours worked each day and week, and the actual per 

diem wages paid to each journeyman, apprentice, worker, or other employee employed by 

Contractor or any Subcontractor(s) in connection with the work. 

6.33.3 Each payroll record shall contain or be verified by a written declaration that it is made under 

penalty of perjury, stating both of the following: 

a. The information contained in the payroll record is true and correct. 

b. The employer has complied with the requirements of Labor Code Sections 1771, 1811, and 

1815 for any work performed by his or her employees in connection with the Contract. 

6.33.4 The payroll records shall be certified and shall be available for inspection at the principal office 

of Contractor on the basis set forth in Labor Code Section 1776. 

6.33.5 Contractor shall inform County of the location of the payroll records, including the street 

address, city and county, and shall, within five working days, provide a notice of any change of 

location and address of the records. 

6.33.6 Pursuant to Labor Code Section 1776, Contractor and any Subcontractor(s) shall have 10 days 

in which to provide a certified copy of the payroll records subsequent to receipt of a written 

notice requesting the records described herein. In the event that Contractor or any Subcontractor 

fails to comply within the 10-day period, he or she shall, as a penalty to County, forfeit $100, or 

a higher amount as provided by Section 1776, for each calendar day, or portion thereof, for each 

worker to whom the noncompliance pertains, until strict compliance is effectuated. Contractor 

acknowledges that, without limitation as to other remedies of enforcement available to County, 

upon the request of the Division of Apprenticeship Standards or the Division of Labor Standards 

Enforcement of the California Department of Industrial Relations, such penalties shall be 

withheld from progress payments then due Contractor. Contractor is not subject to a penalty 

assessment pursuant to this section due to the failure of a subcontractor to comply with this 

section. 

6.33.7 Contractor and any Subcontractor(s) shall comply with the provisions of Labor Code Sections 

1771 et seq. and shall pay workers employed on the Contract not less than the general prevailing 

rates of per diem wages and holiday and overtime wages as determined by the Director of 

Industrial Relations. Contractor shall post a copy of these wage rates at the job site for each 

craft, classification, or type of worker needed in the performance of this Contract, as well as any 

additional job site notices required by Labor Code Section 1771.4(b). Copies of these rates are 

on file at the principal office of County’s representative, or may be obtained from the State 

Office, Department of Industrial Relations (“DIR”) or from the DIR’s website at 
www.dir.ca.gov. If the Contract is federally funded, Contractor and any Subcontractor(s) shall 

not pay less than the higher of these rates or the rates determined by the United States 

Department of Labor. 

6.34 Work Hour Penalty 

Eight hours of labor constitute a legal day's work, and forty hours constitute a legal week's work. 

Pursuant to Section 1813 of the Labor Code of the State of California, the Contractor shall forfeit 

to the County Twenty Five Dollars ($25) for each worker employed in the execution of this 

Contract by the Contractor or by any subcontractor for each calendar day during which such 

worker is required or permitted to work more than the legal day's or week's work, except that 

work performed by employees of said Contractor and subcontractors in excess of the legal limit 

shall be permitted without the foregoing penalty upon the payment of compensation to the 

workers for all hours worked in excess of eight hours per day of not less than 1-1/2 times the 
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basic rate of pay. 

6.35 Apprentices 

6.35.1 The Contractor acknowledges and agrees that, if this Contract involves a dollar amount greater 

than or a number of working days greater than that specified in Labor Code Section 1777.5, this 

Contract is governed by the provisions of Labor Code Section 1777.5. It shall be the 

responsibility of the Contractor to ensure compliance with this Article and with Labor Code 

Section 1777.5 for all apprenticeable occupations. 

Pursuant to Labor Code Section 1777.5 if that Section applies to this Contract as indicated 

above, the Contractor and any subcontractors under him employing workers in any 

apprenticeable craft or trade in performing any work under this Contract shall apply to the 

applicable joint apprenticeship committee for a certificate approving the Contractor or 

subcontractor under the applicable apprenticeship standards and fixing the ratio of apprentices 

to journeymen employed in performing the work. 

6.35.2 Pursuant to Labor Code Section 1777.5 if that Section applies to this Contract as indicated 

above, the Contractor and any subcontractor under him may be required to make contributions 

to the apprenticeship program. 

6.35.3 The Contractor and all subcontractors under him shall comply with Labor Code Section 1777.6 

which Section forbids certain discriminatory practices in the employment of apprentices. 

6.36 Safety 

A-E shall comply with County’s Safety and Loss Prevention Policy and Procedure #306 
(“Contractor Safety Responsibilities”) and submit a copy of its Injury and Illness Prevention 
Program (IIPP) and Contractor Safety-Activity Checklist to the designated County Procurement 

staff as part of the solicitation and/or contract process. A-E will notify County Project Manager 

of any revisions to the Safety Activity Checklist and will provide a new Safety-Activity 

Checklist upon County request. The IIPP shall comply with California Code of Regulations, 

Title 8, Section 1509 or 3203 (whichever applies). A-E shall submit other safety programs that 

pertain to the type of job that will be performed on site. County reserves the right to conduct 

inspections and audits as necessary for the purpose of evaluating any aspect of safety 

performance under this Contract. 

6.37 Levine Act Requirement 

A-E agrees to comply with Government Code Section 84308. A-E further agrees to disclose to 

the County any contribution made to any members of the Board of Supervisors or County 

Agency Officers by A-E, A-E’s agent or lobbyist, or, if applicable, any subcontractor(s) for 

the twelve (12) months prior to and twelve (12) months following the approval, renewal, or 

extension of this Contract. 

6.38 Subcontracting 

No performance of this Contract or any portion thereof may be subcontracted or otherwise 

delegated by Contractor, in whole or in part, without first obtaining the prior express written 

consent of County. Any attempt by Contractor to subcontract or delegate any performance of 

this Contract without the prior express written consent of County shall be invalid and shall 

constitute a material breach of this Contract, and any attempted assignment or delegation in 

derogation of this paragraph shall be void. 

In the event that Contractor is authorized by County to subcontract, this Contract shall take 

precedence over the terms of the agreement between Contractor and subcontractor, and any 
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agreement between Contractor and a subcontractor shall incorporate by reference the terms of 

this Contract. Contractor shall remain responsible for the performance of this Contract and 

indemnification of County notwithstanding the County’s consent to Contractor’s request for 
approval of a subcontractor. Under no circumstances shall County be required to directly 

monitor the performance of any subcontractor. All work performed by a subcontractor must be 

monitored by Contractor and must meet the approval of the County of Orange pursuant to the 

terms of this Contract. 

6.39 Cooperative Agreement 

The provisions and pricing of this Contract will be extended to other California local or state 

governmental entities. Governmental entities wishing to use this Contract will be responsible 

for issuing their own purchase documents/price agreements, providing for their own acceptance, 

and making any subsequent payments. Contractor shall be required to include in any Contract 

entered into with another agency or entity that is entered into as an extension of this Contract a 

Contract clause that will hold harmless the County of Orange from all claims, demands, actions 

or causes of actions of every kind resulting directly or indirectly, arising out of, or in any way 

connected with the use of this contract. Failure to do so will be considered a material breach of 

this Contract and grounds for immediate Contract termination. The cooperative entities are 

responsible for obtaining all certificates of insurance and bonds required. The Contractor is 

responsible for providing each cooperative entity a copy of the Contract upon request by the 

cooperative entity. The County of Orange makes no guarantee of usage by other users of this 

Contract. 

6.40 Anti-Idling Policy 

Within six months of Contract execution, Contractor must develop, implement, and submit to 

the Airport Director for approval a fleet-wide anti-idling policy.  At a minimum, the anti-idling 

policy shall include the requirement that vehicle engines shall be turned off when vehicles are 

not occupied, and that occupied vehicles be turned off after no more than a five-minute idling 

period. Contractor’s policy shall also include all third-party vehicles that enter Airport property 

at the direction of Contractor. 

6.41 Airport Security 

Contractor, Contractor’s employees and Contractor’s subcontractors complete the following in 

order to obtain an Airport-Issued Security Identification (ID Badge). 

6.41.1 Airport-Issued Badge Acquisition, Retention, and Termination: Prior to issuance of airport 

security ID Badge(s), designated Contractor personnel who shall be working on-site in JWA 

restricted areas, and engaged in the performance of work under this Contract must pass JWA’s 
security screening requirements, which include fingerprinting to complete an F.B.I. Criminal 

History Records Check (CHRC) and a Security Threat Assessment (STA). Contractor should 

anticipate four to six weeks for new employees to receive an airport security ID badge which 

includes the following general steps: 

a. Company designates at least two representatives as Authorized Signatories by submitting a 

letter on company letterhead using the airport’s template. 

b. Subcontractors and tenant contractors must also have two Authorized Signatories at 

minimum. 

a 

c. All company employees requiring unescorted access to restricted airport areas are scheduled 

for fingerprint appointments. 

d. Background check fees are provided at the first appointment. 
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6.41.2 

e. Employees must provide two government-issued IDs at the first appointment. 

f. STA and/or CHRC results are received. 

g. All ID Badge applicants successfully passing the STA and/or CHRC are scheduled for 

required training. 

h. ID Badge related fees are provided and any additional information requested is provided at 

the training appointment. 

i. Upon successful completion of the required training, employees will receive their ID Badge. 

j. Authorized Signatories are required to maintain the ID Badge process for the onboarding of 

future employees, employee ID Badge renewals, scheduling, and other actions detailed 

below. 

Contractor’s designated personnel must, at a minimum, complete the following required training 
based on contractors work to be provided and access areas: 

a. Authorized Signatory Training: 

Signatories by providing a letter on company letterhead using the ID/Access Control Office 

template. The designated Authorized Signatories will be responsible for the entire ID Badge 

process for their organization including, but not onboarding of new 

employees, renewing employees, scheduling appointments, payment 

coordination, ID Badge audits, resolution violations caused by the 

organization’s employees, subtenants, or Authorized Signatories must 

b. All employees with an operational 

need to have unescorted access to the Airport SIDA must complete this approximate 1.5-

hour course and pass a written test. 

c. All Non-SIDA employees with an operational need to 

have unescorted access to the Sterile Area of the terminal must complete an approximate 

d. Movement Area Driver Training: All employees with an 

operational need to drive on airfield service roads and/or ramps must attend the approximate 

1-hour Non-Movement Area Driver course and pass a written test. Employees with an 

operational need to drive on active taxiways and/or active runways must coordinate this 

Contractors’ designated personnel must successfully complete the badge acquisition within 

six weeks of Contract execution, unless other arrangements have been coordinated by 

County Project Manager or designee in writing. 

All personnel assigned to this contract must be in possession of a current, valid Airport-

Issued ID Badge prior to fulfilling an independent shift assignment. 

g. Contractor is responsible for terminating and retrieving Airport-Issued ID Badges as soon 

as an employee no longer needs unescorted access to airport restricted areas. Terminated 

ID Badges must be returned to the ID/Access Control office within three business days. 

Failure to do so will result in a $250.00 fee. 

h. Contractor shall be responsible for all cost associated with the Airport-Issued ID Badge 

process.  The ID/Access Control Office maintains the current list of fees.  Below is a list of 

estimated costs for new ID Badge applications and ID Badge renewals: 
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Vehicles requiring an escort must be escorted by Airport Operations, or 

two-way 

Requirements and Responsibilities: 

program for JWA requires that each person issued a JWA security badge is made aware of 

escort by a 

b. 

6.41.3 

6.41.4 

6.41.5 

• STA Fee: Approximately $11.00 

• Fingerprint/CHRC Fee: Approximately $31.00 

• ID Badge Fee: Approximately $10.00 

• Terminated, Unreturned ID Badge Fee: Approximately $250.00 

i. Contractor shall abide by all the security requirements set forth by the Transportation 

Security Agency (TSA) and JWA. 

Airport Driving Endorsement: In addition to obtaining a JWA access control badge, 

Contractor’s service staff with an operational need to drive on airport service roads and ramps 
must also take an airport provided training course and pass a test to acquire an airfield driving 

endorsement. 

Some Air Operations Area projects will require vehicles to be equipped with visible company 

placards on both sides of the vehicle, an orange/white checkered flag, an amber, rotating beacon, 

and a two-way radio to monitor FAA Air Traffic Control Tower frequencies; or be escorted by 

a vehicle with this equipment and markings. Only vehicles, equipment, and personnel who have 

prior authorization by the Airport Security Coordinator (ASC) may operate on runways, 

taxiways and movement areas, or cross runways and taxiways. Under no circumstance shall 

any vehicle operate on or cross a runway, taxiway, or any movement are unless permission from 

the Tower is granted. 

authorized company vehicles, equipped with radios, and in constant radio 

communication with the FAA Tower Control. 

Airport ID Badge Holder TSA approved security 

his/her responsibilities regarding the privilege of access to restricted areas of JWA. 

a. All persons within the restricted air operation areas of JWA are required to display, on their 

person, a JWA security badge; unless they are specifically exempted for safety reasons, or 

they are under properly badged individual. Each JWA employee, JWA 

Contractor, subcontractor or tenant employee who has been issued a JWA security badge is 

responsible for challenging any individual who is not properly displaying a JWA issued or 

approved and valid identification badge. Any person who is not properly displaying or who 

cannot produce a valid JWA security badge must immediately be referred to the Sheriff's 

Department - Airport Police Services Office for proper handling. 

JWA security badge is the property of County and must be returned upon termination of 

Contractor personnel employment and/or termination, expiration or completion of Contract. 

The loss of a badge shall be reported within 24 hours to the Sheriff's Department - Airport 

Police Services by calling (949) 252-5000. Individuals that lose their badge shall be 

required to pay a fee before receiving a replacement badge. The charge for lost badge 

replacement shall be at the current posted rate located in the JWA Administration Office.  

A report shall be made before a replacement badge shall be issued. 

c. JWA security badge is nontransferable. 

d. 

e. 

In the event that a contractor’s badge is not returned to JWA upon termination of Contractor 
personnel employment and/or termination or expiration of Contract, a fine of $250.00 per 

badge shall be charged to Contractor. Contractor’s final payment may be held by County 

or a deduction from contractor’s payment(s) may be made to ensure that funding is available 
to cover the fine in the event that badges are not returned. 

Contractor shall submit the names, addresses, and driver’s license numbers for all 
Contractor personnel who shall be engaged in work under this Contract to County Project 
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Manager within seven days after award of the Contract or within seven days after the start 

of any new Contractor personnel and/or prior to the start of any work. 

f. No worker shall be used in performance of this work that has not passed the background 

check. 

7. County of Orange Information Technology Security Provisions: 

All Contractors with access to County data and/or systems shall establish and maintain policies, 

procedures, and technical, physical, and administrative safeguards designed to (i) ensure the 

contractors to understand 

confidentiality, integrity, and availability of all County data and any other confidential information that 

the Contractor receives, stores, maintains, processes, transmits, or otherwise accesses in connection with 

the provision of the contracted services, (ii) protect against any threats or hazards to the security or 

integrity of County data, systems, or other confidential information, (iii) protect against unauthorized 

access, use, or disclosure of personal or County confidential information, (iv) maintain reasonable 

procedures to prevent, detect, respond, and provide notification to the County regarding any internal or 

external security breaches, (v) ensure the return or appropriate disposal of personal information or other 

confidential information upon contract conclusion (or per retention standards set forth in the contract), 

and (vi) ensure that any subcontractor(s)/agent(s) that receives, stores, maintains, processes, transmits, 

or otherwise accesses County data and/or system(s) is in compliance with statements and the provisions 

of statements and services herein. 

a) This County of Orange Information Technology Security Provisions document provides 

a high-level guide for the resiliency and cybersecurity 

expectations of the County. The County of Orange Security Guidelines follow the latest 

National Institute of Standards and Technology (NIST) 800-53 framework to ensure the 

highest levels of operational resiliency and cybersecurity.  

Contractor, Contractor personnel, Contractor’s subcontractors, any person performing 
work on behalf of Contractor, and all other agents and representatives of Contractor 

will, at all times, comply with and abide by all County of Orange Information 

Technology Security Provisions (“Security Provisions”) that pertain to Contractor(s) in 
connection with the Services performed by Contractor(s) as set forth in the scope of 

work of this Contract. Any violations of the Security Provisions shall, in addition to all 

other available rights and remedies available to County, be cause for immediate 

termination of this Contract. Such Security Provisions include, but are not limited to, 

County of Orange Information Technology Security Guidelines (as referenced in 

Attachment E). 

Contractor shall use industry best practices and methods with regard to confidentiality, 

integrity, availability, and the prevention, detection, response, and elimination of threat, 

by all appropriate means, of fraud, abuse, and other inappropriate or unauthorized 

access to County data and/or system(s) accessed in the performance of Services under 

this Contract. 

b) Contractor shall implement and maintain a written information security program that 

contains reasonable and appropriate security measures designed to safeguard the 

confidentiality, integrity, availability, and resiliency of County data and/or system(s). 

The Contractor shall review and update its information security program in accordance 

with contractual, legal, and regulatory requirements. Contractor shall provide to County 

a copy of the organization’s information security program and/or policies. 

c) Information Access: Contractor shall use appropriate safeguards and security measures 

to ensure the confidentiality and security of all County data. 
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County may require all Contractor personnel, subcontractors, and affiliates approved by 

County to perform work under this Contract to execute a confidentiality and non-

disclosure agreement concerning access protection and data security in the form 

provided by County. County shall authorize, and Contractor shall issue, any necessary 

information-access mechanisms, including access IDs and passwords, and in no event 

shall Contractor permit any such mechanisms to be shared or used by other than the 

individual Contractor personnel, subcontractor, or affiliate to whom issued. Contractor 

shall provide each Contractor personnel, subcontractors, or affiliates with only such 

level of access as is required for such individual to perform his or her assigned tasks 

and functions. 

list of 

Throughout the Contract term, upon request from County but at least once each calendar 

year, Contractor shall provide County with an accurate, up-to-date those 

Contractor personnel and/or subcontractor personnel having access to County systems 

and/or County data, and the respective security level or clearance assigned to each such 

Contractor personnel and/or subcontractor personnel. County reserves the right to 

require the removal and replacement of Contractor personnel and/or subcontractor 

personnel at the County’s sole discretion. Removal and replacement shall be performed 
within 14 calendar days of notification by the County. 

All County resources (including County systems), County data, County hardware, and 

County software used or accessed by Contractor: (a) shall be used and accessed by such 

Contractor and/or subcontractors personnel solely and exclusively in the performance 

of their assigned duties in connection with, and in furtherance of, the performance of 

Contractor’s obligations hereunder; and (b) shall not be used or accessed except as 
expressly permitted hereunder, or commercially exploited in any manner whatsoever, 

by Contractor or Contractor’s personnel and subcontractors, at any time. 

Contractor acknowledges and agrees that any failure to comply with the provisions of 

this paragraph shall constitute a breach of this Contract and entitle County to deny or 

restrict the rights of such non-complying Contractor personnel and/or subcontractor 

personnel to access and use the County data and/or system(s), as County in its sole 

discretion shall deem appropriate. 

d) Data Security Requirements: Without limiting Contractor’s obligation of confidentiality 
as further described in this Contract, Contractor must establish, maintain, and enforce a 

data privacy program and an information and cyber security program, including safety, 

physical, and technical security and resiliency policies and procedures, that comply with 

the requirements set forth in this Contract and, to the extent such programs are consistent 

with and not less protective than the requirements set forth in this Contract and are at 

least equal to applicable best industry practices and standards (NIST 800-53). 

Contractor also shall provide technical and organizational safeguards against accidental, 

unlawful, or unauthorized access or use, destruction, loss, alteration, disclosure, 

transfer, commingling, or processing of such information that ensure a level of security 

appropriate to the risks presented by the processing of County Data, 

Contractor personnel and/or subcontractor personnel and affiliates approved by County 

to perform work under this Contract may use or disclose County personal and 

confidential information only as permitted in this Contract. Any other use or disclosure 

requires express approval in writing by the County of Orange. No Contractor personnel 

and/or subcontractor personnel or affiliate shall duplicate, disseminate, market, sell, or 

disclose County personal and confidential information except as allowed in this 

Contract. Contractor personnel and/or subcontractor personnel or affiliate who access, 

disclose, market, sell, or use County personal and confidential information in a manner 

or for a purpose not authorized by this Contract may be subject to civil and criminal 
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sanctions contained in applicable federal and state statutes. 

Contractor shall take all reasonable measures to secure and defend all locations, 

equipment, systems, and other materials and facilities employed in connection with the 

Services against hackers and others who may seek, without authorization, to disrupt, 

damage, modify, access, or otherwise use Contractor systems or the information found 

therein; and prevent County data from being commingled with or contaminated by the 

data of other customers or their users of the Services and unauthorized access to any of 

County data. 

Contractor shall also continuously monitor its systems for potential areas where security 

could be breached. In no case shall the safeguards of Contractor’s data privacy and 
information and cyber security program be less stringent than the safeguards used by 

County. Without limiting any other audit rights of County, County shall have the right 

to review Contractor’s data privacy and information and cyber security program prior 
to commencement of Services and from time to time during the term of this Contract. 

All data belongs to the County and shall be destroyed or returned at the end of the 

contract via digital wiping, degaussing, or physical shredding as directed by County. 

e) Enhanced Security Measures: County may, in its discretion, designate certain areas, 

facilities, or solution systems as ones that require a higher level of security and access 

control. County shall notify Contractor in writing reasonably in advance of any such 

designation becoming effective. Any such notice shall set forth, in reasonable detail, the 

enhanced security or access-control procedures, measures, or requirements that 

Contractor shall be required to implement and enforce, as well as the date on which 

such procedures and measures shall take effect. Contractor shall and shall cause 

Contractor personnel and subcontractors to fully comply with and abide by all such 

enhanced security and access measures and procedures as of such date. 

f) General Security Standards: Contractor will be solely responsible for the information 

technology infrastructure, including all computers, software, databases, electronic 

systems (including database management systems, email systems, auditing, and 

monitoring systems) and networks used by or for Contractor (“Contractor Systems”) to 
access County resources (including County systems), County data or otherwise in 

connection with the Services and shall prevent unauthorized access to County resources 

(including County systems) or County data through the Contractor Systems. 

i. Contractor System(s) and Security: At all times during the contract term, 

Contractor shall maintain a level of security with regard to the Contractor 

Systems, that in all events is at least as secure as the levels of security that are 

common and prevalent in the industry and in accordance with industry best 

practices (NIST 800-53). Contractor shall maintain all appropriate 

administrative, physical, technical, and procedural safeguards to secure County 

data from data breach, protect County data and the Services from loss, 

corruption, unauthorized disclosure, and from hacks, and the introduction of 

viruses, disabling devices, malware, and other forms of malicious and 

inadvertent acts that can disrupt County’s access and use of County data and the 
Services. 

ii. Contractor and the use of Email: Contractor, including Contractor’s employees 
and subcontractors, that are provided a County email address must only use the 

County email system for correspondence of County business. Contractor, 

including Contractor’s employees and subcontractors, must not access or use 

personal, non-County Internet (external) email systems from County networks 

and/or County computing devices. If at any time Contractor’s performance 
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under this Contract requires such access or use, Contractor must submit a written 

request to County with justification for access or use of personal, non-County 

Internet (external) email systems from County networks and/or computing 

devices and obtain County’s express prior written approval. 

Contractors who are not provided with a County email address, but need to transmit County data 

will be required to maintain and transmit County data in accordance with this Agreement. 

g) Security Failures: Any failure by the Contractor to meet the requirements of this 

Contract with respect to the security of County data, including any related backup, 

disaster recovery, or other policies, practices or procedures, and any breach or violation 

by Contractor or its subcontractors or affiliates, or their employees or agents, of any of 

the foregoing, shall be deemed a material breach of this Contract and may result in 

termination and reimbursement to County of any fees prepaid by County prorated to the 

date of such termination. The remedy provided in this paragraph shall not be exclusive 

and is in addition to any other rights and remedies provided by law or under the 

Contract. 

h) Security Breach Notification: In the event Contractor becomes aware of any act, error 

or omission, negligence, misconduct, or security incident including unsecure or 

improper data disposal, theft, loss, unauthorized use and disclosure or access, that 

compromises or is suspected to compromise the security, availability, confidentiality, 

and/or integrity of County data or the physical, technical, administrative, or 

organizational safeguards required under this Contract that relate to the security, 

availability, confidentiality, and/or integrity of County data, Contractor shall, at its own 

expense, (1) immediately (or within 24 hours of potential or suspected breach), notify 

the County’s Chief Information Security Officer and County Privacy Officer of such 
occurrence; (2) perform a root cause analysis of the actual, potential, or suspected 

breach; (3) provide a remediation plan that is acceptable to County within 30 days of 

verified breach, to address the occurrence of the breach and prevent any further 

incidents; (4) conduct a forensic investigation to determine what systems, data, and 

information have been affected by such event; and (5) cooperate with County and any 

law enforcement or regulatory officials investigating such occurrence, including but not 

limited to making available all relevant records, forensics, investigative evidence, logs, 

files, data reporting, and other materials required to comply with applicable law or as 

otherwise required by County and/or any law enforcement or regulatory officials, and 

(6) perform or take any other actions required to comply with applicable law as a result 

of the occurrence (at the direction of County). 

County shall make the final decision on notifying County officials, entities, employees, 

service providers, and/or the general public of such occurrence, and the implementation 

of the remediation plan. If notification to particular persons is required under any law 

or pursuant to any of County’s privacy or security policies, then notifications to all 
persons and entities who are affected by the same event shall be considered legally 

required. Contractor shall reimburse County for all notification and related costs 

incurred by County arising out of or in connection with any such occurrence due to 

Contractor’s acts, errors or omissions, negligence, and/or misconduct resulting in a 
requirement for legally required notifications. 

In the case of a breach, Contractor shall provide third-party credit and identity 

monitoring services to each of the affected individuals for the period required to comply 

with applicable law, or, in the absence of any legally required monitoring services, for 

no less than twelve (12) months following the date of notification to such individuals. 

Contractor shall indemnify, defend with counsel approved in writing by County, and 

hold County and County Indemnitees harmless from and against any and all claims, 
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Attachment A

including reasonable attorney’s fees, costs, and expenses incidental thereto, which may 
be suffered by, accrued against, charged to, or recoverable from County in connection 

with the occurrence. 

Notification shall be sent to: 

i) Security Audits: Contractor shall maintain complete and accurate records relating to its 

system and Organization Controls (SOC) Type II audits or equivalent’s data protection 
practices, internal and external audits, and the security of any of County-hosted content, 

including any confidentiality, integrity, and availability operations (data hosting, backup, 

disaster recovery, external dependencies management, vulnerability testing, penetration 

testing, patching, or other related policies, practices, standards, or procedures). 

Contractor shall inform County of any internal/external security audit or assessment 

performed on Contractor’s operations, information and cyber security program, disaster 
recovery plan, and prevention, detection, or response protocols that are related to hosted 

County content, within sixty (60) calendar days of such audit or assessment. Contractor 

will provide a copy of the audit report to County within thirty (30) days after Contractor’s 
receipt of request for such report(s). 

Contractor shall reasonably cooperate with all County security reviews and testing, 

including but not limited to penetration testing of any cloud-based solution provided by 

Contractor to County under this Contract. Contractor shall implement any required 

safeguards as identified by County or by any audit of Contractor’s data privacy and 
information/cyber security program. 

In addition, County has the right to review Plans of Actions and Milestones (POA&M) 

for any outstanding items identified by the SOC 2 Type II report requiring remediation 

as it pertains to the confidentiality, integrity, and availability of County data. County 

reserves the right, at its sole discretion, to immediately terminate this Contract or a part 

thereof without limitation and without liability to County if County reasonably 

determines Contractor fails or has failed to meet its obligations under this section. 

j) Business Continuity and Disaster Recovery (BCDR): 

For the purposes of this section, “Recovery Point Objectives” means the maximum age 
of files (data and system configurations) that must be recovered from backup storage for 

normal operations to resume if a computer, system, or network goes down as a result of 

a hardware, program, or communications failure (establishing the data backup schedule 

and strategy). “Recovery Time Objectives” means the maximum duration of time and a 
service level within which a business process must be restored after a disaster (or 

disruption) in order to avoid unacceptable consequences associated with a loss of 

functionality. 

The Contractor shall maintain a comprehensive risk management program focused on 

managing risks to County operations and data, including mitigation of the likelihood and 

impact of an adverse event occurring that would negatively affect contracted services 

Andrew Alipanah, MBA, CISSP 

Chief Information Security Officer 

721 S. Parker St. 

Suite 200 

Orange, CA 92868 

Phone: (714) 567-7611 

Andrew.Alipanah@ocit.ocgov.com 

Linda Le, CHPC, CHC, CHP 

County Privacy Officer 

721 S. Parker St. 

Suite 200 

Orange, CA 92868 

Phone: (714) 834-4082 

Linda.Le@ocit.ocgov.com 
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Attachment A

and operations of the County. Business continuity management will enable the 

Contractor to identify and minimize disruptive risks and restore and recover hosted 

County business-critical services and/or data within the agreed terms following an 

adverse event or other major business disruptions. Recovery and timeframes may be 

impacted when events or disruptions are related to dependencies on third-parties. The 

County and Contractor will agree on Recovery Point Objectives and Recovery Time 

Objectives (as needed)) and will periodically review these objectives. Any disruption to 

services of system will be communicated to the County within 4 hours, and every effort 

shall be undertaken to restore contracted services, data, operations, security, and 

functionality. 

All data and/or systems and technology provided by the Contractor internally and 

through third-party vendors shall have resiliency and redundancy capabilities to achieve 

high availability and data recoverability. Contractor Systems shall be designed, where 

practical and possible, to ensure continuity of service(s) in the event of a disruption or 

outage. 
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IN WITNESS WHEREOF, the Parties hereto have executed this Contract on the dates opposite their respective 

signatures: 

COMPANY, 

a TBD Corporation, 

Date: By: 

Signature 

Print Name & Title 

(If a corporation, the document must be signed by two corporate officers. The 1st must be either Chairman of 

the Board, President or any Vice President.) 

Date: By: 

Signature 

Print Name & Title 

(If a corporation, the 2nd signature must be either the Secretary, an Assistant Secretary, the Chief Financial 

Officer, or any Assistant Treasurer) 

COUNTY OF ORANGE, a political subdivision of the State 

of California; and, 

a body corporate and politic 

Date: By: 

Print 

Name: 

Title: 

APPROVED AS TO FORM 

Office of the County Counsel 

Orange County, California 

  

 

     
 

 

      

  

  

   

  

             

    

 

        

 

 

  

 

 

 

             

    

 

        

 

 

        

 

 

 

  

 

 

 

             

 

       

             

 

 

             

 

 

 

 

 

 

  

 

 

By: ______________________ 

Deputy 

Name: ____________________ 

Date: _____________________ 

3026801 Page 29 of 78 Page 29 of 78



  

 

     
 

 

 

  

 

            

      

         

        

 

       

    

         

         

       

           

 

    

          

    

          

 

        

         

         

      

       

     

   

       

 

  
 

 

 

 

 

 

 

  

  

 

 

 
 

 

 

 

  

 

 

 

  

 

 
 

 

 

 

 

  

 

 

 
 

Attachment A

under the task order agreement shall be available on short notice (less than two hours) to respond to 

unplanned/emergency conditions on the airfield and/or at essential facilities at JWA. Conditions that could 

impact and/or interrupt air carrier operations or essential facilities are a major concern of the Federal Aviation 

Administration (FAA) and JWA. 

As a supplement to the Disadvantaged Business Enterprise program, John Wayne Airport is seeking a 25% 

Small Business Enterprise (SBE) participation goal for the overall contract. The participation is on the total 

contract basis, and participation is to be demonstrated/reflected on each task order. If participation is not 

achieved within each task order, then Good Faith Effort (GFE) documentation should be submitted with each 

task order proposal. 

This contract may be funded by various grants from the Federal Aviation Administration throughout the term 

of the contract. Therefore, the requirements of Title 2 of the Code of Federal Regulations (C.F.R.), part 200 

and §§200.317-200.326 of the Federal Aviation Administration (FAA) Airport Improvement Program and 49 

CFR Part 26 and/or Part 23, Participation by Disadvantaged Business Enterprises in Department of 

Transportation Programs, apply to this contract, including Build America, Buy America (BABA) as 

applicable. The provisions stated within Attachment D are mandatory of the Federal Aviation 

Administration, and it is the responsibility of the A-E to comply. 

Project* Project Description 

Anticipated 

Fiscal Year 

(FY) Project 

Start** 

Anticipated 

Total Project 

Cost** 

Aircraft Rescue and 

Fire Fighting 

Stormwater and 

Material Storage 

Improvements 

The project consists of improvements to the 

facility to accommodate the storage of fluorine 

free foam (F3) firefighting foam as well as 

implement water quality system improvements. 

FY 

2025-26 
$1,751,000 

Airfield Asphalt 

Pavement 

Improvements 

The project consists of asphalt pavement 

improvements (i.e. replace and/or rehabilitate) 

at select areas within the airfield (e.g. area 

adjacent to the isolation circle, vehicle service 

road, and west segment of Taxiway L). 

FY 

2025-26 
$3,355,000 

Airfield Pavement 

Marking 

Improvements 

The project consists of providing shoulder 

painting enhancements at the taxiway/runway 

intersections to improve visibility for aircraft 

operations. 

FY 

2025-26 
$3,050,000 

ATTACHMENT A 

SCOPE OF WORK 

I. INTRODUCTION 

John Wayne Airport (“JWA” or “Airport”) on behalf of the County of Orange (“County”) requires 

supplemental professional services to meet workload demands and project scheduling commitments in 

relation to Airport IT Systems Design Services (“Services”) for various projects and assignments. To 

supplement existing resources, County intends to issue “Airport IT Systems Design Services” for use by JWA 
on an "as-needed" basis. 

The consultant and their subconsultant(s) (“Contractor” or “A-E”) must be able to respond to a variety of 

unplanned/emergency conditions occurring on the airfield and throughout airport facilities that could disrupt 

air carriers, general aviation, and/or essential facilities at JWA. The A-E providing the Services or working 

The project list below reflects the set of projects anticipated to be completed utilizing this contract and by no 

means should be considered comprehensive nor guaranteed. 
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Attachment A

Airfield Runway 

2L/20R 

Rehabilitation 

The project consists of the rehabilitation of 

Runway 2L-20R along with portions of the 

connector taxiways, including associated 

shoulders, blast pads, and safety area at the 

south end. 

FY 

2025-26 
$27,103,930 

Airport Access 

Control System 

Improvements 

The project consists of terminal and airfield 

access control system improvements, which 

includes the upgrading and/or replacement of 

existing system equipment, including cabling 

infrastructure and card readers. 

FY 

2026-27 
$4,571,000 

Airport Power 

Generation and 

Distribution 

Upgrades - Phase 1: 

Terminal Electrical 

Distribution 

Upgrades 

The project consists of re-feeding of the 12 kV 

distribution and the replacement of the medium 

voltage switchgear, five (5) substations 

(including automatic transfer switches) and 

other aging miscellaneous equipment. 

FY 

2025-26 
$55,421,000 

Airport Power 

Generation and 

Distribution 

Upgrades - Phase 2: 

Central Utility Plant 

Improvements 

The project consists of co-generation plant 

system improvements, including SCADA, 

blackstart, battery storage, load shedding 

capabilities, and water treatment system 

upgrades. 

FY 

2025-26 
$73,693,300 

Airport Power 

Generation and 

Distribution 

Upgrades - Phase 3: 

Terminal Electrical 

Infrastructure 

Upgrades 

The project consists of the replacement of 

aging electrical equipment in the terminal 

complex and at other airport facilities. 

FY 

2025-26 
$14,156,120 

Commercial Ramp 

Ground Service 

Equipment Electric 

Vehicle Upgrades -

Phase 2 

The project consists of electrical infrastructure 

improvements along or adjacent to the terminal 

apron across Terminals A, B, and C at Gates 1-

2, 5-8, 11-22, North RON, and the South RON. 

FY 

2025-26 
$6,236,560 

Commercial Ramp 

Stormwater 

Treatment 

Improvements 

The project consists of the implementation of 

stormwater improvements for capture, storage, 

treatment, and discharge at the commercial 

ramp apron. 

FY 

2025-26 
$18,470,000 

Common Use 

Passenger Processing 

System Upgrades 

(CUPPS) 

The project consists of the replacement of the 

existing CUPPS equipment and its associated 

infrastructure in all terminals, which includes 

computer systems, screens, kiosks, and servers. 

FY 

2025-26 
$10,000,000 

Concessions 

Infrastructure - Phase 

2 

The project consists of supporting the 

improvements to the existing utilities and 

development of new utility infrastructure to 

accommodate the planned concessions in all 

terminals. 

FY 

2025-26 
$1,183,000 

Explosive Detection 

Team Facility 

Improvements 

The project consists of improvements to the 

existing Orange County Sheriff's Department's 

Explosive Detection Team facility. 

FY 

2025-26 
$670,000 
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Attachment A

Facilities Security 

Improvements 

(CCTV) 

The project consists of terminal and airfield 

security improvements, which includes the 

replacement of security cameras and 

installation of lighting and motion detectors 

(i.e. PIDS). 

FY 

2025-26 
$30,263,810 

Facility Accessibility 

Improvements -

Phase 1 

The project consists of accessibility 

improvements in and around the terminal 

complex, including the restrooms and ingress 

and egress path of travel elements. 

FY 

2025-26 
$270,000 

Facility Accessibility 

Improvements -

Phase 2 

The project consists of accessibility 

improvements not included in Phases 1 and 3, 

which includes improvements to signage and 

accessibility elements. 

FY 

2025-26 
$2,013,000 

Facility Accessibility 

Improvements -

Phase 3 

The project consists of accessibility 

improvements at the TSA screening and 

checkpoint locations at each terminal. 

FY 

2030-31 
$43,374,000 

Fire Station 33 

Vehicle Bay 

Improvements 

The project consists of the replacement of 

seven (7) vehicle bay doors and modifications 

to the compressed air and electrical drops at 

three (3) vehicle bays at Fire Station 33. 

FY 

2025-26 
$190,000 

Main Street Parking 

Lot Improvement 

and EV Charging 

Implementation 

The project consists of the installation of EV 

charging stations for airport shuttle buses and 

the modification of vehicular pathways and 

aisles, including the ingress and egress points 

at Main Street Parking Lot. 

FY 

2025-26 
$3,043,000 

Main Street Parking 

Lot Improvement -

Phase 2 

The project consists of the replacement of the 

existing restroom and storage facilities located 

at the Main Street Parking Lot. 

FY 

2025-26 
$1,070,000 

Parking Access 

Revenue Control 

Systems (PARCS) 

Replacement 

The project consists of the replacement and 

upgrade of the existing PARCS. 

FY 

2025-26 
$8,492,740 

Parking Structure 

Assessment and 

Repair/Remediation 

- Phase 2 

The project consists of performing concrete 

and masonry repairs in Parking Structures A1, 

A2, B2, and C and at the GTC. 

FY 

2025-26 
$592,000 

Parking Structure 

Assessment and 

Repair/Remediation 

- Phase 3 

The project consists of performing minor 

concrete repairs and applying a waterproofing 

membrane at the parking structures (Parking 

Structures A1, A2, B2, and C) and Ground 

Transportation Center (GTC) 

FY 

2030-31 
$7,688,000 

Perimeter Fence 

Security 

Enhancement - Phase 

3 

The project consists of implementing vehicular 

intrusion prevention elements to the fence 

along the eastern and northern perimeter of the 

airfield including improvements to the access 

gates and guard shacks. 

FY 

2025-26 
$10,996,690 

South Fuel Farm and 

Maintenance Yard 

Stormwater 

Management 

Improvements 

The project consists of improving stormwater 

management at the South Fuel Farm and 

Maintenance Yard. 

FY 

2025-26 
$8,767,000 
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Attachment A

Taxiway B Widening 

- Service Road 

Realignment 

The project consists of the relocation and 

realignment of the existing vehicle service road 

that runs parallel and adjacent to Taxiway B to 

maintain the required FAA safety clearances. 

FY 

2025-26 
$1,441,000 

Taxiway B Widening 

- West Infield 

Restricted Access 

Road Relocation 

The project consists of the relocation of the 

existing west infield restricted access road to a 

location that is outside of the runway safety 

area of Runway 2L-20R. 

FY 

2025-26 
$7,664,000 

Taxiways A, D, and 

E Reconstruction 

The project consists of the reconstruction and 

realignment of Taxiways A, D, and E, 

including the relocation of the compass rose 

and the vehicle service road adjacent to 

Taxiway A. 

FY 

2025-26 
$87,460,000 

Terminal Apron 

Improvements -

Apron Panel 

Rehabilitation 

The project consists of the rehabilitation of the 

deteriorated existing Portland Cement Concrete 

panels along the commercial apron, including 

replacement and/or restoration of the jet-fuel 

resistant sealants. 

FY 

2026-27 
$36,380,000 

Terminal Apron 

Improvements -

Biffy Dump 

Redesign 

The project consists of the renovation and/or 

replacement of the aging biffy dump system. 

FY 

2026-27 
$2,042,470 

Terminal Flooring 

and Carpet 

Replacement 

The project consists of the replacement of the 

floor carpet and select stone floor tiles within 

Terminals A and B. 

FY 

2027-28 
$6,909,000 

Terminal Grease 

Interceptor 

Replacement and 

Improvement 

The project consists of the replacement and/or 

relocation of the existing six (6) grease 

interceptors within the terminal complex. 

FY 

2025-26 
$4,580,400 

Terminal Roof and 

Covered Walkway 

Replacement 

The project consists of the replacement of the 

existing built-up terminal roofing, including 

the standing seam roof, across all three (3) 

Terminals and the replacement of the terminal 

covered walkways at Terminals A and B. 

FY 

2030-31 
$20,107,500 

Terminals A and B 

Covered Walkway 

Repair/Rehabilitation 

The project consists of the repair/rehabilitation 

of the terminal covered walkways at Terminals 

A and B. 

FY 

2025-26 
$4,109,000 

Terminals A and B 

Baggage Handling 

System 

Improvements -

Phase 1 

The project consists of improvements to the 

existing BHS that will enhance maintenance 

access, safety, and security. 

FY 

2025-26 
$240,000 

Terminals A and B 

Baggage Handling 

System 

Improvements -

Phase 3 

The project consists of the replacement of the 

existing inbound and outbound BHS at 

Terminals A and B including features/elements 

of the BHS in Terminal C. 

FY 

2025-26 
$111,298,220 

Vertical Conveyance 

Systems 

Improvements -

Phase 1: Terminal 

Escalators 1-6 

The project consists of the replacement of 

Escalators 1 through 6 in Terminals A and B. 

FY 

2025-26 
$270,000 
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Vertical Conveyance 

Systems 

Improvements -

Phase 2: Terminal 

Elevators 3-9 

The project consists of the replacement of 

Elevators 3 through 9 in Terminals A, B, and 

C. 

FY 

2025-26 
$18,313,940 

Vertical Conveyance 

Systems 

Improvements -

Phase 3: Parking 

Structure Elevators 

13-21 

The project consists of the replacement of 

Elevators 13 through 21 in Parking Structures 

A1, A2, and B2. 

FY 

2026-27 
$23,225,220 

Vertical Conveyance 

Systems 

Improvements -

Phase 4: Term C 

Escalators 7-9 and 

Elevators 10-12, 22-

28 

The project consists of the replacement of 

Escalators 7 through 9 and Elevators 10 

through 12 and Elevators 22 through 28 in 

Terminal C. 

FY 

2028-29 
$28,165,120 

*List is not all inclusive and may change. 

**Project Schedule and Cost Estimate is not finalized and may change. 

II. DESCRIPTION OF SERVICES 

The A-E will be contacted by the County Project Manager on an “as-needed” basis as projects arise that 
require airport IT systems design services. Requirements will be discussed by both Parties and the A-E shall 

prepare a written Scope Statement that will include the specific work to be performed, including the costs and 

time required to complete the project/task. The County Project Manager will then review the A-E’s Scope 
Statement, proceed with negotiation of task costs and when satisfied, issue a Contract Task Order (CTO) 

against this Contract. 

The A-E will be working with the County/JWA to provide IT systems design services for a variety of airport 

projects and/or assignments, including assessments, evaluations, and investigations in conformance to and 

compliance with all federal, state, local, and airport policies, standards, regulations/codes, and requirements 

such as the County of Orange technology and cybersecurity standards. 

The A-E shall provide the necessary experienced and knowledgeable personnel and/or staff with the 

appropriate equipment and tools, etc. to perform these Services. Certifications that demonstrate the 

individual(s) skills and knowledge may be required for the Scope Statement of each CTO. Examples of these 

certifications may include the following, but not limited to: CISSP (ICS2), CISM (ISACA), CCIE (Cisco), 

PMP (PMI), RCDD (BICSI), etc. 

The selected A-E shall at a minimum provide IT systems design services to lead and/or support airport facility 

and/or infrastructure enhancement/improvement, renovation/rehabilitation, new construction, and 

maintenance projects of varying types and degrees of complexity. Services shall be performed on an “as-

needed” basis and may include, but are not limited to: 

1. Researching and obtaining data/information by reviewing record drawings and/or documents, 

visiting the project site/location and by conferences with the User/Client and airport staff, or by 

other actions as necessary to understand the design requirements/constraints. 

2. Reviewing and understanding IT network system diagrams, drawings, exhibits, and other 

pertinent data/information. 

3. Performing project planning, design, and phasing (including implementation logistics 
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coordination) and/or code/standards compliance reviews in order to provide recommendations to 

the airport. 

4. Planning, programming, designing, specifying, integrating, securing, testing, commissioning, 

and/or supporting IT systems at the airport in compliance with County and airport 

standards/requirements within the established schedules and budgets for the project and/or 

assignment. 

5. Evaluating and identifying project risk and establishing a coordinated and comprehensive 

contingency plan with the design team (i.e. operational and/or implementation) and presenting it 

to JWA. 

Enterprise Design: 

a.

2. Datacenter Design: 

a.

3. 
a.

6. Coordinating, collaborating, and/or managing consultants and/or contractors (including 

vendors/suppliers) to meet the project requirements and schedules. 

7. Providing consultation and advice to JWA to clarify the intent of the design and specifications 

and on questions that may arise during the planning and/or design of the project. 

8. Coordinating and collaborating with County/JWA and/or various agencies/stakeholders, 

including vendors/suppliers, to design and deliver a comprehensive, resilient/robust, secure, 

integrated, and high-performing airport IT system that meets or exceeds the business needs of 

the airport. 

9. Providing construction administration services, testing, acceptance, training, and commissioning 

related to the project. 

10. Providing close out services, as-built plans and record documents, material/product lists, project 

acceptance, etc. 

11. Coordinating, contributing, and/or supporting the Operational Readiness and Airport Transfer 

(ORAT) process as well as the Coordination and Logistics Management (CALM) program for a 

variety of projects at JWA. 

12. Developing and/or administering the quality assurance program for projects at JWA. 

In general, the A-E shall provide IT systems design services and other related professional services for various 

airport related projects and/or assignments. The following are examples of the airport related tasks and/or 

requirements associated with these services: 

A. IT System Design and Implementation Services/Requirements 

1. 
Unified approach incorporating enterprise solutions, business strategy, audit and 

compliance, system architecture. 

Data center infrastructure development including cooling, electrical, physical and 

logical access, optimization of rack layout/configuration, and advanced network 

routing. 

Cybersecurity: 

Integrating complex IT systems with incorporation of the latest security standards, 

systems and authentication protocols, as well as best practice security products. 

4. Database Development/Management: 

a. Design management and development of advanced data systems and database 

methodology with intuitive/creative design and modeling, network management, 

distributed databases and processing, application architecture, and performance 

management. 

5. Network Architecture Development/Implementation: 

a. Integrated design of resilient, high-performance data communication networks, 

including local area networks (LANs), wide area networks (WANs), and intranets 

with management of routing and switching, firewalls, Intrusion Detection Systems 
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(IDS) and Intrusion Prevention Systems (IPS), and capacity and performance 

planning/monitoring. 

6. Geographic Information System (GIS): 

a. Design and implementation of geospatial solutions, manage enterprise GIS 

environments. Possess expertise in GIS concepts, data and application 

development. 

7. Application Development: 

a. Program/design management and development of various desktop and mobile 

applications, full stack websites, and server/client applications with varying and/or 

specific languages/interface depending on the airport’s needs. 

8. Operational Technology: 

7. 

a.

8. 
a.

a. Design and implementation of various operational technology and industrial 

control systems, facility access control, video surveillance, building automation 

and building management, environmental and lighting controls, including the 

airport’s baggage handling systems, which are mission-critical and rely on timely 

and accurate data exchanges with airlines, passenger processing systems, sortation 

systems, etc. 

B. Potential Airport Systems 

Below are typical systems that may need to be addressed on the airport’s network: 
1. Common Use Passenger Processing Systems (CUPPS): 

a. CUPPS (check-in kiosks, gate systems, baggage drop, and peripherals) with 

existing airport and airline infrastructure. 

2. Common Use Self Service (CUSS): 

a. Check-in kiosks for passenger processing and bag tag printing. 

3. Common Use Self Service Bag Drop (SSBD): 

a. Bag drop units for printing bag tags and bag system induction. 

4. Baggage Source Message Broker (BSM): 

a. Message Broker for facilitating exchange of BSM and Baggage Processed Message  

(BPM) as well as related International Air Transport Association (IATA) baggage 

messages between airlines and the airport’s BHS. 
5. Baggage Reconciliation System (BRS): 

a. Verifies a positive match between all luggage with passengers. 

6. Baggage Handling Systems (BHS): 

a. Baggage handling equipment for tracking, sorting, and reconciliation while 

ensuring real-time data exchange among airlines, security, and operations. 

Flight Information Display Systems (FIDS): 

Centralized, real-time common-use FIDS solutions throughout passenger areas and 

back-of-house areas as may be needed.  Integration with airline and airport 

databases may be necessary. 

Airport Operational Database (AODB): 

Serves as a centralized database for a wide variety of information types and 

sources and serves as a single source of truth for operational systems. 

9. Resource Management System (RMS): 

a. Manages and allocates a wide range of airport assets for efficient and optimal 

utilization in a timely manner. 

10. Asset Management System: 

a. Used to track, monitor and manage assets throughout their entire lifecycle. 

11. Public Address (Paging) Systems: 

a. Airport-wide audio systems for routine operational announcements. 

12. Multimedia/Advertising Systems: 

a. Deploy digital signage and proprietary advertising or multimedia platforms to 

enhance passenger engagement and ensure connectivity for advertisers. 
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Attachment A

13. Digital Wayfinding: 

a. Digital wayfinding signage solutions to enhance efficient passenger navigation 

flexibility for use throughout the terminal. 

14. Voice Communication Systems (VoIP): 

a. VoIP solutions for internal and external communications and ensure 

interoperability with existing communication networks. 

15. Passenger Flow Management Systems: 

a. Queue management, crowd analytics, and passenger tracking solutions that operate 

efficiently and reduce wait times. 

16. Commercial and Retail Point of Sale (POS) Systems: 

c.

23. 
a.

24. 

a.

a. Proprietary IT solutions for concessionaires, including POS and payment 

processing. 

17. Wi-Fi and Communication Systems: 

a. Robust wireless (IEEE 802.11) connectivity for passengers, employees, airport 

operations, and airline operations, while implementing secure access controls and 

bandwidth management.  Includes operational connectivity and public Wi-Fi 

connectivity. 

18. Local Area Network (LAN): 

a. TCIP/IP based solution that accomplishes ethernet connectivity through a highly 

available, fault-tolerant, and resilient collection of switches, routers, and firewalls. 

19. Parking Management Systems and Ground Transportation: 

a. Automated parking solutions with payment, reservations, space monitoring, 

dispatching and tracking for ground transportation services. 

20. Airline Proprietary Systems: 

a. Ensure compatibility and secure interfaces with airline-specific software.  Maintain 

performance and security standards for each airline’s unique requirements. 
21. Emergency Notification and Management Systems: 

a. Airport-wide alert platforms for emergency response and coordination, and/or 

Distributed Antenna System (DAS) as may be appropriate. 

22. Building Management Systems (BMS) 

a. Building Automation Systems (BAS): 

• Heating, Ventilation, and Air Conditioning (HVAC) systems, environmental 

controls, and facility automation. 

b. Energy and Power Monitoring Systems: 

• Monitor usage in real-time, ensuring efficiency and sustainability. 

Lighting Control Systems: 

• Automated lighting solutions for energy savings and occupant comfort. 

Security Systems (Access Control, Closed-Circuit Television (CCTV), Duress Alarm): 

Access control, video surveillance, and duress alarm systems that are used 

throughout the airport. Ensure compliance with Transportation Security 

Administration (TSA), FAA, and local security requirements. 

Local Area Network and Security Infrastructure (LAN): 

Design and implement a secure TCP/IP-based architecture featuring switches, 

routers, firewalls, intrusion detection, and rigorous access controls. Adhere to 

County of Orange cybersecurity guidelines/standards ensuring robust protection. 

25. Cybersecurity Program Management: 

a. System to support JWA’s cybersecurity program domains including vulnerability 
management, access management, change and control management, and 

compliance. 

26. Identity Management: 

a. System that provides a clearinghouse for employee onboarding and offboarding, 

security clearances and background checks, facility access, and management of 

vital records. 
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27. Safety Management System (SMS): 

a. System to identify, document, mitigate, and report all hazards and safety concerns 

throughout the airport campus. 

28. Ramp Support Services: 

a. Passenger Boarding Bridges (PBB) and related aircraft docking, ground power, 

preconditioned air, potable water, vehicle charging stations, and related monitoring 

systems. 

C. Coordination and Compliance 

1. Coordinate with JWA IT and other required airport stakeholders to establish and document 

requirements for network guidelines, standards, and data exchange methodologies for 

comprehensive systems integration. 

personnel. 

III. CONTRACT TASK ORDER 

2. Provide coordination, consulting, recommendations, and architecture design, as 

applicable, for integrations of existing systems and proposed systems. 

3. Provide best and common industry practices for the implementation and integration of IT 

systems in an airport environment. 

4. Conduct regular project meetings with JWA and County IT teams and other required 

airport stakeholders. 

5. Provide progress reports, project timelines, risk assessments, cost schedules, and project 

documentation. 

6. Provide conceptual design for systems, including single line diagrams, implementation 

plans, and protocol compatibility for systems integration. 

7. Provide detailed network and IT design for systems integration that may be used as 

technical documents for procurements. 

8. Act as a network technical advisor or peer reviewer providing reviews and feedback for 

systems proposed with the various non-capital, capital, and/or tenant improvement 

projects. 

9. Act as a technical industry advisor or subject matter expert providing examples of 

emerging technologies or innovative solutions adopted within an airport 

environment. 

D. Testing, Commissioning, and Training 

1. Coordinate with Original Equipment Manufacturer (OEM) vendors, contractors, JWA IT, 

and other required airport stakeholders to develop plans and perform system testing and 

commissioning in accordance with defined metrics as may be required for systems coming 

online. 

2. Develop and deliver training and operational documentation to airport and County IT 

The A-E shall strictly adhere to the Scope Statement set forth in the Contract Task Order. Any modifications to the 

Scope Statement shall require the County’s prior written authorization. 

The A-E shall be assigned work via a task order by County which shall subsequently be referred to as the 

“Contract Task Order” (CTO). A CTO for each project shall be developed by the A-E in conjunction with the 

County Project Manager. The County Project Manager shall manage all the A-E’s work including monitoring 
the CTO work schedule, quality of deliverables, review of invoiced amounts, adherence to set budget, and 

internal review of submittal packages. The A-E shall follow all requirements as outlined in the CTO; this 

general Scope of Work, the project specific Scope Statement, and the current edition of the Architect-

Engineer Guide as well as other related airport design/construction guides and/or manuals. 

The CTO shall include a detailed Scope Statement, describing tasks to be performed with a specific list of 

deliverables for each task, schedule of work, and cost to complete the work. The schedule of work shall allow 

enough time for meetings with the County Management staff to review the work progress, provide technical 
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Attachment A

and policy direction, resolve problems and ensure adherence to the work completion schedule. The CTO shall 

include a cover sheet provided by the County Project Manager with the appropriate signature blocks and 

contract information. Once both Parties agree, and all Parties have signed the CTO, the County Project 

Manager shall provide the A-E with a Notice to Proceed (NTP) to begin work. The A-E shall submit all plans, 

reports and other documents produced under the CTO to the assigned County Project Manager within the 

timeframe indicated in the CTO or as directed by the County Project Manager. 

IV. CALM PROCEDURES 

John Wayne Airport has implemented the CALM program (Coordination and Logistics Management). 

CALM is a comprehensive logistics management approach to manage and communicate construction 

impacts through time and space management and provide program-wide tracking and coordination. The 

CALM team utilizes a Program Master Schedule and GIS database to capture project dates and locations for 

all projects including CIP (Airside, Landside and Terminals), Tenant, Commercial and Revenue 

Management, Maintenance, Information Technology, and Operations. As part of this program, contractors 

are required to submit a project schedule, project phasing plan and site logistics plan (proposed laydown 

and/or stockpiling areas, contractor parking, haul routes, batch plants and other miscellaneous logistical 

items). All contractors will participate in the CALM Shutdown Coordination Center through Utility 

Shutdown Requests (USRs) and Location Shutdown Requests (LSRs). A Utility Shutdown (USR) is defined 

as any disruption or disconnection of a utility (including abandonment) of any system, subsystem, or branch 

for any length of time. A Location Shutdown (LSR) is defined as the closure of an area preventing normal 

activity for a set period of time. All project logistical information including, but not limited to proposed 

laydown locations, contractor parking location and proposed labor and vehicle counts, etc. should be 

provided to the CALM team during the design phase through a submittal registrar in order to pre-plan 

construction-related impacts and communicate future construction activities to all airport stakeholders. The 

A-E will be responsible to develop, provide, and/or execute the necessary information and/or support to 

ensure that the CALM program procedures and requirements are followed. 

V. SCHEDULE REQUIREMENTS 

The A-E shall review, develop, and submit a detailed project schedule in Primavera P6 format or other 

accepted airport project management software (e.g. Microsoft Project (MS Project)) within ten (10) business 

days of the CTO Notice to Proceed. The schedule shall include all key milestones, deliverables, and critical 

path activities. 

The A-E shall provide monthly updates to the schedule, reflecting actual progress, revised forecasts, and any 

changes to scope or sequencing. These updated schedules must be submitted no later than the 5th business 

day of each month for the duration of the contract. 

Timely submission of accurate schedule updates is a condition for payment and continued performance. 

Furthermore, the more stringent and restrictive requirements and deliverables stated either within the contract 

and/or task order with regards to scheduling must be followed. 

3026801 Page 39 of 78 Page 39 of 78



  

 

     
 

 

 

 

          

   

         

     

          

   

        

       

       

   

 

    

  

          

    

 

  

 

 

  

  

 

 

   

  

  

 

 

         

    

  

 

       

      

      

  

            

   

ATTACHMENT B: 

COST/COMPENSATION 

Attachment A

I. COMPENSATION: This is a time and materials Contract between County and A-E for Airport IT Systems 

Design Services as set forth in Attachment A, “Scope of Work.” 

A-E agrees to accept the specified compensation as set forth in this Contract as full remuneration for 

performing all services and furnishing all staffing, labor, vehicles, equipment, tools, materials, overhead, 

travel, etc. required, for any reasonably unforeseen difficulties which may arise or be encountered in the 

execution of the services until acceptance, for risks connected with the services, and for performance by A-

II. 

A. Classification Rates: 

E of all its duties and obligations hereunder. A-E shall only be compensated as set forth herein below for 

work performed in accordance with the Scope of Work. County shall have no obligation to pay any sum 

in excess of the amount specified in Article 1.4 of the Contract unless authorized by amendment in 

accordance with Paragraphs 6.3 and 6.19 of the Contract Terms and Conditions. No specified amount 

of work is guaranteed to A-E. 

Total Contract Amount for Three (3) Years Not to Exceed: $TBD 

PRICING: Payment shall be made in accordance with the provisions of this Contract. Partial progress 

payments may be allowed at the discretion of the County Project Manager. Payment shall be as follows: 

COMPANY 

Classification Titles Hourly Rate 

Subcontractor/Subconsultant (enter project function) 

Classification Titles Hourly Rate 

Note: County will not pay A-E more than the listed amount for Subcontractor/Subconsultant work, 

regardless of any agreement between the A-E and their Subcontractor/Subconsultant. 

Subcontractor/Subconsultant rates are listed for convenience only. 

Note: Construction-related work performed under A-E service contracts may meet the definition of 

“public work” under Labor Code § 1720 et seq. “Construction” includes work performed during the 
design and preconstruction phases of construction, including, but not limited to, inspection and land 

surveying work, and work performed during the postconstruction phases of construction, including, but 

not limited to, all cleanup work at the jobsite. See, Labor Code § 1720. Contracts for A-E services shall 

mandate that prevailing wages be paid where mandated by law. 
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III. PRICE INCREASES/DECREASES: No price increases will be permitted during the term of this Contract. All 

price decreases will automatically be extended to County. 

IV. FIRM DISCOUNT AND PRICING STRUCTURE: A-E guarantees that prices quoted are equal to or less than 

prices quoted to any other local, State or Federal government entity for services of equal or lesser scope. A-

E agrees that no price increases shall be passed along to County during the term of this Contract not otherwise 

specified and provided for within this Contract. 

V. A-E’S EXPENSE: A-E will be responsible for all costs related to photocopying, telephone communications 

and fax communications while on County sites during the performance of work and services under this 

Contract. 

VI. REIMBURSABLE ITEMS: Reimbursable items are non-salary items and/or services necessary for completion 

of the work and must be authorized in advance by the County Project Manager. A-E may be entitled to 

reimbursement for the following, upon prior approval by County: 

1) The actual costs of special equipment to be rented, leased or purchased by A-E for use exclusively in 

the performance of the Scope of Services, to the extent such rental, lease, purchase and costs have been 

approved in writing by the County Project Manager. 

2) Printing expenses paid to outside contractors; to the extent such contractors and reproduction rates have 

been approved by the County Project Manager. 

3) Other actual costs and/or payments specifically approved and authorized in writing by the County 

Project Manager and actually incurred by A-E in performance of this Contract. 

4) Travel costs shall only be reimbursed if approved in advance in writing by County Project Manager and 

are subject to the following restrictions: 

a. Reimbursement of mileage for the business use of a personal vehicle during the conduct of business 

within the Scope of Services of this Contract shall be based on the Internal Revenue Service Standard 

Mileage Rate in effect at the time. Mileage between the A-E’s “Home Based” office location and 
County location, as well as mileage within County property will not be reimbursed. 

5) Cost of “Home Based” Xerox copies, faxes, and other supplies and materials associated with them will 
not be reimbursed. 

6) Cost of cellular phones, cell phone usage plans and usage minutes, and other mobile communication 

devices will not be reimbursed. 

7) All reimbursable expenses must be itemized on A-E invoice(s) and documented with receipts. Receipts 

for reimbursable expenses must be submitted with all A-E invoices. Invoices for reimbursable expenses 

without back-up receipts will not be paid. A-E is responsible for submitting reimbursable invoices in a 

format that is acceptable to the County. Reimbursable items shall be charged at cost. Any third-party or 

subcontractor services shall also be charged at cost; no mark-ups will be allowed. 

VII. PAYMENT TERMS: Invoices are to be submitted in monthly arrears, after services have been completed, to 

the address specified below. Payment will be net thirty (30) days after receipt of an invoice in a format 

acceptable to the County, as applicable. Invoices shall be verified and approved by County and subject to 

routine processing requirements. The responsibility for providing an acceptable invoice to County for 

payment rests with A-E. Incomplete or incorrect invoices are not acceptable and will be returned to the A-E 

for correction. 

Billing shall cover services and/or goods not previously invoiced. The A-E shall reimburse the County for 

any monies paid to the A-E for goods or services not provided or when goods or services do not meet the 

Contract requirements. 
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Attachment A

Payments made by County shall not preclude the right of County from thereafter disputing any items or 

services involved or billed under this Contract and shall not be construed as acceptance of any part of the 

goods or services. 

VIII. INVOICING INSTRUCTIONS: The A-E will provide an invoice on the A-E’s letterhead. Each invoice will 

have a unique number and will include the following information: 

A. A-E’s name and address 
B. A-E’s remittance address, if different from (A), above 
C. Name of County agency/department 

D. Delivery/service address 

E. Contract number (Both DO and MA/CT) 

F. Service Date (To and From) 

G. Description of Services 

H. Total 

I. Taxpayer ID number 

Invoices and support documentation are to be forwarded to (not both): 

Mailed to John Wayne Airport 

Attention: Accounts Payable 

3160 Airway Avenue 

Costa Mesa, CA 92626 

OR 

Emailed to AccountsPayable@ocair.com 

A-E has the option of receiving payment directly to their bank account via an Electronic Fund Transfer 

(EFT) process in lieu of a check payment. Payment made via EFT will also receive Electronic 

Remittance Advice with the payment details via email. An email address will need to be provided to the 

County via an EFT Authorization Form. To request a form, please contact the DPA. 
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ATTACHMENT C: 

STAFFING PLAN 

1. A-E KEY PERSONNEL 

Attachment A

Name 
Classification/ 

Designation 
Years of Experience 

Licenses/Certifications 

(include license number) 

A-E understands that the personnel represented as assigned to the Contract must remain working on the 

Contract throughout the duration of the Contract unless otherwise requested or approved by the County. 

Substitution or addition of A-E’s key personnel in any given category or classification shall be allowed only 
with prior written approval of the County’s Project Manager. Note: The written approval of substituted or 

addition of A-E Key Personnel is for departmental use only and shall not be used for auditing purposes 

outside John Wayne Airport or other County department. 

County reserves the right to have any A-E personnel removed from providing services to County under this 

Contract. County is not required to provide any reason for the request for removal of any A-E personnel. 
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2. SUBCONSULTANT(S) (IF APPLICABLE) 

Listed below are subconsultant(s) anticipated by A-E to perform services specified in Attachment A. Substitution or addition of A-E’s subconsultant(s) in any 

given project function shall be allowed only with prior written approval of the County Project Manager. 

Corporate 

Name 

Corporate 

Address/ 

Local Office 

Address* 

Contact 

Name/Telephone 

Number 

Project 

Function 

Contractor 

License 

Number 

DIR 

Registration 

Number 

DBE 

Certification 

Number 

SBA 

Certification 

Number 

Gross Receipts 

Category 

(Table 1 on 

following 

page) 
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TABLE 1 - ANNUAL GROSS RECEIPTS CATEGORIES 

Annual Gross Receipt 

(Most recent fiscal year) 
Gross Receipts Category 

Less than $500,000 1 

$500,000 - $1,000,000 2 

$1,000,000 - $2,000,000 3 

$2,000,000 - $5,000,000 4 

$5,000,000 - $10,000,000 5 5 

$10,000,000 - $15,000,000 6 

Over $15,000,000 7 
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ATTACHMENT D 

FEDERAL AVIATION ADMINISTRATION REQUIREMENTS 

This Contract may be funded by various grants from the Federal Aviation Administration throughout the term 

of the contract. Therefore, the requirements of Title 2 of the Code of Federal Regulations (C.F.R.), part 200 and 

§§200.317-200.326 of the Federal Aviation Administration (FAA) Airport Improvement Program and 49 CFR 

Part 26 and/or Part 23, Participation by Disadvantaged Business Enterprises in Department of Transportation 

Programs, may apply to this Contract, including Build America, Buy America (BABA) as applicable. The 

following provisions are mandatory of the Federal Aviation Administration, and it is the responsibility of the 

consultant and their subconsultant(s) to comply. 

Note: The term “contractor” referenced within this provision/section is intended to mean a contractor, 

subcontractor, consultant, and/or sub-consultant; and means one who participates through this contract. 

I. Title VI Solicitation Notice: The County of Orange in accordance with the provisions of Title 

VI of the Civil Rights Act of 1964 (78 Stat. 252, 42 U.S.C. §§ 2000d to 2000d-4), 28 CFR § 

50.3, and 49 CFR Part 21, hereby notifies all bidders that it will affirmatively ensure that any 

contract entered into pursuant to this advertisement, all contractors will be afforded full 

opportunity to submit bids in response to this invitation and will not be discriminated against 

on the grounds of the owner’s race, color, national origin, sex, creed, age, or disability in 

consideration for an award. 

II. Access to Records and Reports: The Contractor must maintain an acceptable cost accounting system. 

The Contractor agrees to provide the Owner, the Federal Aviation Administration and the Comptroller 

General of the United States or any of their duly authorized representatives access to any books, 

documents, papers and records of the Contractor which are directly pertinent to the specific contract for 

the purpose of making audit, examination, excerpts and transcriptions. The Contractor agrees to 

maintain all books, records and reports required under this contract for a period of not less than three 

years after final payment is made and all pending matters are closed. 

III. Civil Rights and Non-Discrimination: 

1. General Civil Rights Provisions 

In all its activities within the scope of its airport program, the Contractor agrees to comply with 

pertinent statutes, Executive Orders, and such rules as identified in Title VI List of Pertinent 

Nondiscrimination Acts and Authorities to ensure that no person shall, on the grounds of race, color, 

national origin, creed, sex, age, or disability be excluded from participating in any activity conducted 

with or benefiting from Federal assistance. 

This provision is in addition to that required by Title VI of the Civil Rights Act of 1964. 

The above provision binds the Contractor and subcontractors from the bid solicitation period through 

the completion of the contract. 

2. Compliance with Non-Discrimination Requirements: During the performance of this contract, the 

Contractor, for itself, its assignees, and successors in interest (hereinafter referred to as the 

“Contractor”), agrees as follows: 

a. Compliance with Regulations: The Contractor (hereinafter includes consultants) will comply 

with the Title VI List of Pertinent Nondiscrimination Acts and Authorities, as they may be 

amended from time to time, which are herein incorporated by reference and made a part of this 

contract. 
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b. Nondiscrimination: The Contractor, with regard to the work performed by it during the 

contract, will not discriminate on the grounds of race, color, national origin, creed, sex, age, or 

disability in the selection and retention of subcontractors, including procurements of materials 

and leases of equipment. The Contractor will not participate directly or indirectly in the 

discrimination prohibited by the Nondiscrimination Acts and Authorities, including 

employment practices when the contract covers any activity, project, or program set forth in 

Appendix B of 49 CFR part 21 including amendments thereto. 

c. Solicitations for Subcontracts, including Procurements of Materials and Equipment: In 

all solicitations, either by competitive bidding or negotiation made by the Contractor for work 

to be performed under a subcontract, including procurements of materials, or leases of 

and its 

event of a 

equipment, each potential subcontractor or supplier will be notified by the Contractor of the 

contractor’s obligations under this Contract and the Nondiscrimination Acts and Authorities on 
the grounds of race, color, or national origin. 

d. Information and Reports: The Contractor will provide all information and reports required 

by the Acts, the Regulations, and directives issued pursuant thereto and will permit access to 

its books, records, accounts, other sources of information, facilities as may be 

determined by the Sponsor or the Federal Aviation Administration to be pertinent to ascertain 

compliance with such Nondiscrimination Acts and Authorities and instructions. Where any 

information required of a contractor is in the exclusive possession of another who fails or 

refuses to furnish the information, the Contractor will so certify to the Sponsor or the Federal 

Aviation Administration, as appropriate, and will set forth what efforts it has made to obtain 

the information. 

e. Sanctions for Noncompliance: In the Contractor’s noncompliance with the 
nondiscrimination provisions of this contract, the Sponsor will impose such contract sanctions 

as it or the Federal Aviation Administration may determine to be appropriate, including, but 

not limited to: 

i. Withholding payments to the Contractor under the contract until the Contractor complies; 

and/or 

ii. Cancelling, terminating, or suspending a contract, in whole or in part. 

f. Incorporation of Provisions: The Contractor will include the provisions of paragraphs (a) 

through (f) in every subcontract, including procurements of materials and leases of equipment, 

unless exempt by the Acts, the Regulations, and directives issued pursuant thereto. The 

Contractor will take action with respect to any subcontract or procurement as the Sponsor or 

the Federal Aviation Administration may direct as a means of enforcing such provisions 

including sanctions for noncompliance. Provided, that if the Contractor becomes involved in, 

or is threatened with litigation by a subcontractor, or supplier because of such direction, the 

Contractor may request the Sponsor to enter into any litigation to protect the interests of the 

Sponsor. In addition, the Contractor may request the United States to enter into the litigation to 

protect the interests of the United States. 

Upon request by the County, Contractor will provide a copy of each subcontract to demonstrate 

the above language has been inserted. 

3. Title VI List of Pertinent Nondiscrimination Acts and Authorities: During the performance of this 

contract, the Contractor, for itself, its assignees, and successors in interest (hereinafter referred to as the 

“Contractor”) agrees to comply to the extent required by law with the following nondiscrimination 

statutes and authorities; including but not limited to: 

• Title VI of the Civil Rights Act of 1964 (42 USC § 2000d et seq., 78 stat. 252) (prohibits 

discrimination on the basis of race, color, national origin); 

• 49 CFR part 21 (Nondiscrimination in Federally-Assisted programs of the Department of 

Transportation—Effectuation of Title VI of the Civil Rights Act of 1964) including amendments 

thereto; 
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• The Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970, (42 USC § 

4601) (prohibits unfair treatment of persons displaced or whose property has been acquired because 

of Federal or Federal-aid programs and projects); 

• Section 504 of the Rehabilitation Act of 1973 (29 USC § 794 et seq.), as amended (prohibits 

discrimination on the basis of disability); and 49 CFR part 27 (Nondiscrimination on the Basis of 

Disability in Programs or Activities Receiving Federal Financial Assistance); 

• The Age Discrimination Act of 1975, as amended (42 USC § 6101 et seq.) (prohibits discrimination 

on the basis of age); 

• Airport and Airway Improvement Act of 1982 (49 USC § 47123), as amended (prohibits 

discrimination based on race, creed, color, national origin, or sex); 

• The Civil Rights Restoration Act of 1987 (PL 100-259) (broadened the scope, coverage and 

applicability of Title VI of the Civil Rights Act of 1964, the Age Discrimination Act of 1975 and 

Section 504 of the Rehabilitation Act of 1973, by expanding the definition of the terms “programs 
or activities” to include all of the programs or activities of the Federal-aid recipients, sub-recipients 

and contractors, whether such programs or activities are Federally funded or not); 

• Titles II and III of the Americans with Disabilities Act of 1990 (42 USC § 12101, et seq), (prohibit 

discrimination on the basis of disability in the operation of public entities, public and private 

transportation systems, places of public accommodation, and certain testing entities) as implemented 

by U.S. Department of Transportation regulations at 49 CFR parts 37 and 38; 

• Title IX of the Education Amendments of 1972, as amended, which prohibits you from 

discriminating because of sex in education programs or activities (20 USC § 1681, et seq). 

Contractor is required to insert the above Title VI List of Pertinent Nondiscrimination Acts and 

Authorities into every subcontract at any tier. Upon request by the County, Contractor will provide a 

copy of each subcontract to demonstrate that the above language has been inserted. 

4. Civil Rights Training: Upon request by the County, Contractor is required to disseminate and provide 

training materials and other information related to Title VI Civil Rights to its staff as specified by the 

County. 

5. Clean Air and Water Pollution Control: Contractor agrees to comply with all applicable standards, 

orders, and regulations issued pursuant to the Clean Air Act (42 USC §§ 7401-7671q) and the Federal 

Water Pollution Control Act as amended (33 USC §§ 1251-1387). The Contractor agrees to report any 

violation to the Owner immediately upon discovery. The Owner assumes responsibility for notifying 

the Environmental Protection Agency (EPA) and the Federal Aviation Administration. 

Contractor must include this requirement in all subcontracts that exceed $150,000. 

IV. Contract Workhours and Safety Standards Act Requirements: 

1. Overtime Requirements. 

No contractor or subcontractor contracting for any part of the contract work which may require or 

involve the employment of laborers or mechanics shall require or permit any such laborer or mechanic, 

including watchmen and guards, in any workweek in which he or she is employed on such work to work 

in excess of forty hours in such workweek unless such laborer or mechanic receives compensation at a 

rate not less than one and one-half times the basic rate of pay for all hours worked in excess of forty 

hours in such workweek. 

2. Violation; Liability for Unpaid Wages; Liquidated Damages. 
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In the event of any violation of the clause set forth in paragraph (1) of this clause, the Contractor and 

any subcontractor responsible therefore shall be liable for the unpaid wages. In addition, such contractor 

and subcontractor shall be liable to the United States (in the case of work done under contract for the 

District of Columbia or a territory, to such District or to such territory), for liquidated damages. Such 

liquidated damages shall be computed with respect to each individual laborer or mechanic, including 

watchmen and guards, employed in violation of the clause set forth in paragraph (1) of this clause, in 

the sum of $33 for each calendar day on which such individual was required or permitted to work in 

excess of the standard workweek of forty hours without payment of the overtime wages required by the 

clause set forth in paragraph (1) of this clause. 

3. Withholding for Unpaid Wages and Liquidated Damages. 

The Federal Aviation Administration (FAA) or the Owner shall upon its own action or upon written 

request of an authorized representative of the Department of Labor withhold or cause to be withheld, 

from any moneys payable on account of work performed by the contractor or subcontractor under any 

such contract or any other Federal contract with the same prime contractor, or any other federally-

assisted contract subject to the Contract Work Hours and Safety Standards Act, which is held by the 

same prime contractor, such sums as may be determined to be necessary to satisfy any liabilities of such 

contractor or subcontractor for unpaid wages and liquidated damages as provided in the clause set forth 

in paragraph (2) of this clause. 

4. Subcontractors. 

The Contractor or subcontractor shall insert in any subcontracts the clauses set forth in paragraphs (1) 

through (4) and also a clause requiring the subcontractor to include these clauses in any lower tier 

subcontracts. The prime contractor shall be responsible for compliance by any subcontractor or lower 

tier subcontractor with the clauses set forth in paragraphs (1) through (4) of this clause. 

V. Copeland “Anti-Kickback” Act: Contractor must comply with the requirements of the Copeland 

“Anti-Kickback” Act (18 USC 874 and 40 USC 3145), as supplemented by Department of Labor 
regulation 29 CFR part 3. Contractor and subcontractors are prohibited from inducing, by any means, 

any person employed on the project to give up any part of the compensation to which the employee is 

entitled. The Contractor and each Subcontractor must submit to the Owner, a weekly statement on the 

wages paid to each employee performing on covered work during the prior week. Owner must report 

any violations of the Act to the Federal Aviation Administration. 

VI. Davis-Bacon Requirements: 

1. Minimum Wages. 

(i) All laborers and mechanics employed or working upon the site of the work will be paid 

unconditionally and not less often than once a week, and without subsequent deduction or rebate on any 

account (except such payroll deductions as are permitted by the Secretary of Labor under the Copeland 

Act (29 CFR Part 3)), the full amount of wages and bona fide fringe benefits (or cash equivalent thereof) 

due at time of payment computed at rates not less than those contained in the wage determination of the 

Secretary of Labor which is attached hereto and made a part hereof, regardless of any contractual 

relationship which may be alleged to exist between the Contractor and such laborers and mechanics. 

Contributions made or costs reasonably anticipated for bona fide fringe benefits under section 1(b)(2) 

of the Davis-Bacon Act on behalf of laborers or mechanics are considered wages paid to such laborers 

or mechanics, subject to the provisions of paragraph (1)(iv) of this section; also, regular contributions 

made or costs incurred for more than a weekly period (but not less often than quarterly) under plans, 

funds, or programs which cover the particular weekly period, are deemed to be constructively made or 

incurred during such weekly period. Such laborers and mechanics shall be paid the appropriate wage 

rate and fringe benefits on the wage determination for the classification of work actually performed, 
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without regard to skill, except as provided in 29 CFR § 5.5(a)(4). Laborers or mechanics performing 

work in more than one classification may be compensated at the rate specified for each classification 

for the time actually worked therein: Provided, that the employer’s payroll records accurately set forth 
the time spent in each classification in which work is performed. The wage determination (including 

any additional classification and wage rates conformed under (1)(ii) of this section) and the Davis-

Bacon poster (WH-1321) shall be posted at all times by the Contractor and its subcontractors at the site 

of the work in a prominent and accessible place where it can easily be seen by the workers. 

(ii)(A) The contracting officer shall require that any class of laborers or mechanics, including helpers, 

which is not listed in the wage determination and which is to be employed under the contract shall be 

classified in conformance with the wage determination. The contracting officer shall approve an 

additional classification and wage rate and fringe benefits therefore only when the following criteria 

have been met: 

(1) The work to be performed by the classification requested is not performed by a classification in the 

wage determination; 

(2) The classification is utilized in the area by the construction industry; and 

(3) The proposed wage rate, including any bona fide fringe benefits, bears a reasonable relationship to 

the wage rates contained in the wage determination. 

(B) If the Contractor and the laborers and mechanics to be employed in the classification (if known), or 

their representatives, and the contracting officer agree on the classification and wage rate (including the 

amount designated for fringe benefits where appropriate), a report of the action taken shall be sent by 

the contracting officer to the Administrator of the Wage and Hour Division, U.S. Department of Labor, 

Washington, DC 20210. The Administrator, or an authorized representative, will approve, modify, or 

disapprove every additional classification action within 30 days of receipt and so advise the contracting 

officer or will notify the contracting officer within the 30-day period that additional time is necessary. 

(C) In the event the Contractor, the laborers, or mechanics to be employed in the classification, or their 

representatives, and the contracting officer do not agree on the proposed classification and wage rate 

(including the amount designated for fringe benefits, where appropriate), the contracting officer shall 

refer the questions, including the views of all interested parties and the recommendation of the 

contracting officer, to the Administrator for determination. The Administrator, or an authorized 

representative, will issue a determination within 30 days of receipt and so advise the contracting officer 

or will notify the contracting officer within the 30-day period that additional time is necessary. 

(D) The wage rate (including fringe benefits where appropriate) determined pursuant to subparagraphs 

(1)(ii) (B) or (C) of this paragraph, shall be paid to all workers performing work in the classification 

under this contract from the first day on which work is performed in the classification. 

(iii) Whenever the minimum wage rate prescribed in the contract for a class of laborers or mechanics 

includes a fringe benefit which is not expressed as an hourly rate, the contractor shall either pay the 

benefit as stated in the wage determination or shall pay another bona fide fringe benefit or an hourly 

cash equivalent thereof. 

(iv) If the Contractor does not make payments to a trustee or other third person, the Contractor may 

consider as part of the wages of any laborer or mechanic the amount of any costs reasonably anticipated 

in providing bona fide fringe benefits under a plan or program, Provided, that the Secretary of Labor 

has found, upon the written request of the Contractor, that the applicable standards of the Davis-Bacon 

Act have been met. The Secretary of Labor may require the Contractor to set aside in a separate account 

assets for the meeting of obligations under the plan or program. 
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2. Withholding. The Federal Aviation Administration or the Sponsor shall upon its own action or upon 

written request of an authorized representative of the Department of Labor withhold or cause to be 

withheld from the Contractor under this contract or any other Federal contract with the same prime 

contractor, or any other federally-assisted contract subject to Davis-Bacon prevailing wage 

requirements, which is held by the same prime contractor, so much of the accrued payments or advances 

as may be considered necessary to pay laborers and mechanics, including apprentices, trainees, and 

helpers, employed by the Contractor or any subcontractor the full amount of wages required by the 

contract. In the event of failure to pay any laborer or mechanic, including any apprentice, trainee, or 

helper, employed or working on the site of the work, all or part of the wages required by the contract, 

the Federal Aviation Administration may, after written notice to the 

written 

available for 

Contractor, Sponsor, Applicant, or Owner, take such action as may be necessary to cause the suspension 

of any further payment, advance, or guarantee of funds until such violations have ceased. 

3. Payrolls and Basic Records. 

(i) Payrolls and basic records relating thereto shall be maintained by the Contractor during the course 

of the work and preserved for a period of three years thereafter for all laborers and mechanics working 

at the site of the work. Such records shall contain the name, address, and social security number of each 

such worker; his or her correct classification; hourly rates of wages paid (including rates of contributions 

or costs anticipated for bona fide fringe benefits or cash equivalents thereof of the types described in 

1(b)(2)(B) of the Davis-Bacon Act); daily and weekly number of hours worked; deductions made; and 

actual wages paid. Whenever the Secretary of Labor has found under 29 CFR 5.5(a)(1)(iv) that the 

wages of any laborer or mechanic include the amount of any costs reasonably anticipated in providing 

benefits under a plan or program described in section 1(b)(2)(B) of the Davis-Bacon Act, the Contractor 

shall maintain records that show that the commitment to provide such benefits is enforceable, that the 

plan or program is financially responsible, and that the plan or program has been communicated in 

writing to the laborers or mechanics affected, and records which show the costs anticipated or the actual 

costs incurred in providing such benefits. Contractors employing apprentices or trainees under approved 

programs shall maintain evidence of the registration of apprenticeship programs and 

certification of trainee programs, the registration of the apprentices and trainees, and the ratios and wage 

rates prescribed in the applicable programs. 

(ii)(A) The Contractor shall submit weekly for each week in which any contract work is performed a 

copy of all payrolls to the Federal Aviation Administration if the agency is a party to the contract, but 

if the agency is not such a party, the Contractor will submit the payrolls to the applicant, Sponsor, or 

Owner, as the case may be, for transmission to the Federal Aviation Administration. The payrolls 

submitted shall set out accurately and completely all of the information required to be maintained under 

29 CFR § 5.5(a)(3)(i), except that full social security numbers and home addresses shall not be included 

on weekly transmittals. Instead the payrolls shall only need to include an individually identifying 

number for each employee (e.g., the last four digits of the employee’s social security number). The 
required weekly payroll information may be submitted in any form desired. Optional Form WH–347 is 

this purpose from the Wage and Hour Division Web site at 

https://www.dol.gov/agencies/whd/government-contracts/construction/payroll-certification or its 

successor site. The prime contractor is responsible for the submission of copies of payrolls by all 

subcontractors. Contractors and subcontractors shall maintain the full social security number and 

current address of each covered worker and shall provide them upon request to the Federal Aviation 

Administration if the agency is a party to the contract, but if the agency is not such a party, the 

Contractor will submit them to the applicant, Sponsor, or Owner, as the case may be, for transmission 

to the Federal Aviation Administration, the Contractor, or the Wage and Hour Division of the 

Department of Labor for purposes of an investigation or audit of compliance with prevailing wage 

requirements. It is not a violation of this section for a prime contractor to require a subcontractor to 
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provide addresses and social security numbers to the prime contractor for its own records, without 

weekly submission to the sponsoring government agency (or the applicant, Sponsor, or Owner). 

(B) Each payroll submitted shall be accompanied by a "Statement of Compliance," signed by the 

Contractor or subcontractor or his or her agent who pays or supervises the payment of the persons 

employed under the contract and shall certify the following: 

(1) That the payroll for the payroll period contains the information required to be provided under 29 

CFR § 5.5(a)(3)(ii), the appropriate information is being maintained under 29 CFR § 5.5 (a)(3)(i), and 

that such information is correct and complete; 

4. Apprentices and Trainees. 

they performed when they 

(2) That each laborer and mechanic (including each helper, apprentice, and trainee) employed on the 

contract during the payroll period has been paid the full weekly wages earned, without rebate, either 

directly or indirectly, and that no deductions have been made either directly or indirectly from the full 

wages earned, other than permissible deductions as set forth in Regulations, 29 CFR Part 3; 

(3) That each laborer or mechanic has been paid not less than the applicable wage rates and fringe 

benefits or cash equivalents for the classification of work performed, as specified in the applicable wage 

determination incorporated into the contract. 

(C) The weekly submission of a properly executed certification set forth on the reverse side of Optional 

Form WH-347 shall satisfy the requirement for submission of the “Statement of Compliance” required 
by paragraph (3)(ii)(B) of this section. 

(D) The falsification of any of the above certifications may subject the Contractor or subcontractor to 

civil or criminal prosecution under Section 1001 of Title 18 and Section 231 of Title 31 of the United 

States Code. 

(iii) The Contractor or subcontractor shall make the records required under paragraph (3)(i) of this 

section available for inspection, copying, or transcription by authorized representatives of the Sponsor, 

the Federal Aviation Administration, or the Department of Labor and shall permit such representatives 

to interview employees during working hours on the job. If the Contractor or subcontractor fails to 

submit the required records or to make them available, the Federal agency may, after written notice to 

the Contractor, Sponsor, applicant, or Owner, take such action as may be necessary to cause the 

suspension of any further payment, advance, or guarantee of funds. Furthermore, failure to submit the 

required records upon request or to make such records available may be grounds for debarment action 

pursuant to 29 CFR § 5.12. 

(i) Apprentices. Apprentices will be permitted to work at less than the predetermined rate for the work 

are employed pursuant to and individually registered in a bona fide 

apprenticeship program registered with the U.S. Department of Labor, Employment and Training 

Administration, Office of Apprenticeship Training, Employer and Labor Services, or with a State 

Apprenticeship Agency recognized by the Office, or if a person is employed in his or her first 90 days 

of probationary employment as an apprentice in such an apprenticeship program, who is not 

individually registered in the program, but who has been certified by the Office of Apprenticeship 

Training, Employer and Labor Services or a State Apprenticeship Agency (where appropriate) to be 

eligible for probationary employment as an apprentice. The allowable ratio of apprentices to 

journeymen on the job site in any craft classification shall not be greater than the ratio permitted to the 

contractor as to the entire work force under the registered program. Any worker listed on a payroll at 

an apprentice wage rate, who is not registered or otherwise employed as stated above, shall be paid not 

less than the applicable wage rate on the wage determination for the classification of work actually 

performed. In addition, any apprentice performing work on the job site in excess of the ratio permitted 

under the registered program shall be paid not less than the applicable wage rate on the wage 
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determination for the work actually performed. Where a contractor is performing construction on a 

project in a locality other than that in which its program is registered, the ratios and wage rates 

(expressed in percentages of the journeyman’s hourly rate) specified in the Contractor’s or 
subcontractor’s registered program shall be observed. Every apprentice must be paid at not less than 
the rate specified in the registered program for the apprentice’s level of progress, expressed as a 

percentage of the journeymen hourly rate specified in the applicable wage determination. Apprentices 

shall be paid fringe benefits in accordance with the provisions of the apprenticeship program. If the 

apprenticeship program does not specify fringe benefits, apprentices must be paid the full amount of 

fringe benefits listed on the wage determination for the applicable classification. If the Administrator 

determines that a different practice prevails for the applicable apprentice classification, fringes shall be 

paid in accordance with that determination. In the event the Office of Apprenticeship Training, 

Employer and Labor Services, or a State Apprenticeship Agency recognized by the Office, withdraws 

approval of an apprenticeship program, the Contractor will no longer be permitted to utilize apprentices 

at less than the applicable predetermined rate for the work performed until an acceptable program is 

approved. 

(ii) Trainees. Except as provided in 29 CFR § 5.16, trainees will not be permitted to work at less than 

the predetermined rate for the work performed unless they are employed pursuant to and individually 

registered in a program which has received prior approval, evidenced by formal certification by the U.S. 

Department of Labor, Employment and Training Administration. The ratio of trainees to journeymen 

on the job site shall not be greater than permitted under the plan approved by the Employment and 

Training Administration. Every trainee must be paid at not less than the rate specified in the approved 

program for the trainee’s level of progress, expressed as a percentage of the journeyman hourly rate 

specified in the applicable wage determination. Trainees shall be paid fringe benefits in accordance with 

the provisions of the trainee program. If the trainee program does not mention fringe benefits, trainees 

shall be paid the full amount of fringe benefits listed on the wage determination unless the Administrator 

of the Wage and Hour Division determines that there is an apprenticeship program associated with the 

corresponding journeyman wage rate on the wage determination that provides for less than full fringe 

benefits for apprentices. Any employee listed on the payroll at a trainee rate that is not registered and 

participating in a training plan approved by the Employment and Training Administration shall be paid 

not less than the applicable wage rate on the wage determination for the classification of work actually 

performed. In addition, any trainee performing work on the job site in excess of the ratio permitted 

under the registered program shall be paid not less than the applicable wage rate on the wage 

determination for the work actually performed. In the event the Employment and Training 

Administration withdraws approval of a training program, the Contractor will no longer be permitted 

to utilize trainees at less than the applicable predetermined rate for the work performed until an 

acceptable program is approved. 

5. Compliance with Copeland Act Requirements. 

The Contractor shall comply with the requirements of 29 CFR Part 3, which are incorporated by 

reference in this contract. 

6. Subcontracts. 

The Contractor or subcontractor shall insert in any subcontracts the clauses contained in 29 CFR §§ 

5.5(a)(1) through (10) and such other clauses as the Federal Aviation Administration may by 

appropriate instructions require, and also a clause requiring the subcontractors to include these clauses 

in any lower tier subcontracts. The prime contractor shall be responsible for the compliance by any 

subcontractor or lower tier subcontractor with all the contract clauses in 29 CFR § 5.5. 

7. Contract Termination: Debarment. 
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A breach of the contract clauses in paragraph 1 through 10 of this section may be grounds for 

termination of the contract, and for debarment as a contractor and a subcontractor as provided in 29 

CFR § 5.12. 

8. Compliance with Davis-Bacon and Related Act Requirements. 

All rulings and interpretations of the Davis-Bacon and Related Acts contained in 29 CFR Parts 1, 3, 

and 5 are herein incorporated by reference in this contract. 

9. Disputes Concerning Labor Standards. 

2) 

excluded; and 

3) Incorporating 

Disputes arising out of the labor standards provisions of this contract shall not be subject to the general 

disputes clause of this contract. Such disputes shall be resolved in accordance with the procedures of 

the Department of Labor set forth in 29 CFR Parts 5, 6, and 7. Disputes within the meaning of this 

clause include disputes between the Contractor (or any of its subcontractors) and the contracting agency, 

the U.S. Department of Labor, or the employees or their representatives. 

10. Certification of Eligibility. 

(i) By entering into this contract, the Contractor certifies that neither it (nor he or she) nor any person 

or firm who has an interest in the Contractor’s firm is a person or firm ineligible to be awarded 
Government contracts by virtue of section 3(a) of the Davis-Bacon Act or 29 CFR § 5.12(a)(1). 

(ii) No part of this contract shall be subcontracted to any person or firm ineligible for award of a 

Government contract by virtue of section 3(a) of the Davis-Bacon Act or 29 CFR § 5.12(a)(1). 

(iii) The penalty for making false statements is prescribed in the U.S. Criminal Code, 18 USC § 1001. 

VII. Debarment and Suspension: By submitting a bid/proposal under this solicitation, the bidder or offeror 

certifies that neither it nor its principals are presently debarred or suspended by any Federal department 

or agency from participation in this transaction. 

The successful bidder, by administering each lower tier subcontract that exceeds $25,000 as a “covered 
transaction”, must confirm each lower tier participant of a “covered transaction” under the project is 
not presently debarred or otherwise disqualified from participation in this federally-assisted project. 

The successful bidder will accomplish this by: 

1) Checking the System for Award Management (SAM.gov) to verify that the firm or individual 

is not listed in SAM.gov as being suspended, debarred, or excluded; 

Collecting a certification from the firm or individual that it is not suspended, debarred, or 

a clause in the contract that requires lower tier contracts to verify that no 

suspended, debarred, or excluded firm or individual is included in the project. 

If the Federal Aviation Administration later determines that a lower tier participant failed to disclose to 

a higher tier participant that it was excluded or disqualified at the time it entered the covered 

transaction, the FAA may pursue any available remedies, including suspension and debarment of the 

non-compliant participant. 

VIII. Disadvantaged Business Enterprise – Contract Assurance: 

The Contractor, subrecipient or subcontractor shall not discriminate on the basis of race, color, national 

origin, or sex in the performance of this contract. The Contractor shall carry out applicable requirements 

of 49 CFR part 26, including any amendments thereto, in the award and administration of DOT-assisted 

contracts. Failure by the Contractor to carry out these requirements is a material breach of this contract, 
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which may result in the termination of this contract or such other remedy as the recipient deems 

appropriate, which may include, but is not limited to: 

1) Withholding monthly progress payments; 

2) Assessing sanctions; 

3) Liquidated damages; and/or 

4) Disqualifying the Contractor from future bidding as non-responsible. 

Prompt Payment (49 CFR § 26.29) 

The prime contractor agrees to pay each subcontractor under this prime contract for satisfactory 

The prime contractor must not terminate a DBE subcontractor listed in response to the solicitation 
without prior written consent of County. This includes, but is not limited to, instances in which the 
prime contractor seeks to perform work originally designated for a DBE subcontractor with its own 
forces or those of an affiliate, a non-DBE firm, or with another DBE firm. 

shorter than five days. 

performance of its contract no later than seven (7) days from the receipt of each payment the prime 

contractor receives from County of Orange, John Wayne Airport. The prime contractor agrees further 

to return retainage payments to each subcontractor within seven (7) days after the subcontractor’s work 
is satisfactorily completed. Any delay or postponement of payment from the above referenced time 

frame may occur only for good cause following written approval of the County of Orange, John Wayne 

Airport. This clause applies to both DBE and non-DBE subcontractors. 

Termination of DBE Subcontracts (49 CFR § 26.53(f) 

The prime contractor shall utilize the specific DBEs listed to perform the work and supply the materials 

for which each is listed unless the contractor obtains written consent from County. Unless County 

consent is provided, the prime contractor shall not be entitled to any payment for work or material 

unless it is performed or supplied by the listed DBE. 

County may provide such written consent only if County agrees, for reasons stated in the concurrence 

document, that the prime contractor has good cause to terminate the DBE firm. For purposes of this 

paragraph, good cause includes the circumstances listed in 49 CFR §26.53. 

Before transmitting to County its request to terminate and/or substitute a DBE subcontractor, the prime 

contractor must give notice in writing to the DBE subcontractor, with a copy to County, of its intent 

to request to terminate and/or substitute, and the reason for the request. 

The prime contractor must give the DBE five (5) days to respond to the prime contractor's notice and 

advise County and the contractor of the reasons, if any, why it objects to the proposed termination of 

its subcontract and why County should not approve the prime contractor's action. If required in a 

particular case as a matter of public necessity (e.g., safety), County may provide a response period 

In addition to post-award terminations, the provisions of this section apply to pre-award deletions of 

or substitutions for DBE firms put forward by offerors in negotiated procurements. 

Retainage (49 CFR § 26.29) 

a. From the total of the amount determined to be payable on a partial payment, 5 percent of such total 

amount will be deducted and retained by the Owner for protection of the Owner’s interests. Unless 
otherwise instructed by the Owner, the amount retained by the Owner will be in effect until the final 

payment is made except as follows: 

(1) Contractor may request release of retainage on work that has been partially accepted by the 

Owner in accordance with Section 50-14. Contractor must provide a certified invoice to the 

Folder No. 3026801 Page 55 of 78 Page 55 of 78



 

 

      

 

        

 

         

 

           

  

            

    

      

      

       

  

  

      

       

     

      

 

          

      

    

        

   

 

       

      

  

      

    

 

           

      

  

     

  

 

       

         

         

      

 

 

    

          

     

 

      

    

0 
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Resident Project Representative (RPR) that supports the value of retainage held by the Owner for 

partially accepted work. 

(2) In lieu of retainage, the Contractor may exercise at its option the establishment of an escrow 

account per paragraph 90-08. 

b. The Contractor is required to pay all subcontractors for satisfactory performance of their contracts 

no later than 30 days after the Contractor has received a partial payment. Contractor must provide the 

Owner evidence of prompt and full payment of retainage held by the prime Contractor to the 

subcontractor within 30 days after the subcontractor’s work is satisfactorily completed. A 
subcontractor’s work is satisfactorily completed when all the tasks called for in the subcontract have 
been accomplished and documented as required by the Owner. When the Owner has made an 

incremental acceptance of a portion of a prime contract, the work of a subcontractor covered by that 

acceptance is deemed to be satisfactorily completed. 

c. When at least 95% of the work has been completed to the satisfaction of the RPR, the RPR shall, at 

the Owner’s discretion and with the consent of the surety, prepare estimates of both the contract value 
and the cost of the remaining work to be done. The Owner may retain an amount not less than twice 

the contract value or estimated cost, whichever is greater, of the work remaining to be done. The 

remainder, less all previous payments and deductions, will then be certified for payment to the 

Contractor. 

IX. Texting When Driving: In accordance with Executive Order 13513, “Federal Leadership on Reducing 
Text Messaging While Driving”, (10/1/2009) and DOT Order 3902.10, “Text Messaging While 
Driving”, (12/30/2009), the Federal Aviation Administration encourages recipients of Federal grant 

funds to adopt and enforce safety policies that decrease crashes by distracted drivers, including policies 

to ban text messaging while driving when performing work related to a grant or subgrant. 

In support of this initiative, the Owner encourages the Contractor to promote policies and initiatives for 

its employees and other work personnel that decrease crashes by distracted drivers, including policies 

that ban text messaging while driving motor vehicles while performing work activities associated with 

the project. The Contractor must include the substance of this clause in all sub-tier contracts exceeding 

$15,000 that involve driving a motor vehicle in performance of work activities associated with the 

project. 

X. Certification Regarding Domestic Preferences for Procurements: The Bidder or Offeror certifies 

by signing and submitting this bid or proposal that, to the greatest extent practicable, the Bidder or 

Offeror has provided a preference for the purchase, acquisition, or use of goods, products, or materials 

produced in the United States (including, but not limited to, iron, aluminum, steel, cement, and other 

manufactured products) in compliance with 2 CFR § 200.322. 

XI. Federal Fair Labor Standards Act (Federal Minimum Wage): All contracts and subcontracts that 

result from this solicitation incorporate by reference the provisions of 29 CFR part 201, et seq, the 

Federal Fair Labor Standards Act (FLSA), with the same force and effect as if given in full text. The 

FLSA sets minimum wage, overtime pay, recordkeeping, and child labor standards for full and part-

time workers. 

The Contractor has full responsibility to monitor compliance to the referenced statute or regulation. 

The Contractor must address any claims or disputes that arise from this requirement directly with the 

U.S. Department of Labor – Wage and Hour Division. 

XII. Trade Restriction Certification: By submission of an offer, the Offeror certifies that with respect to 

this solicitation and any resultant contract, the Offeror – 
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1) is not owned or controlled by one or more citizens of a foreign country included in the list of 

countries that discriminate against U.S. firms as published by the Office of the United States 

Trade Representative (USTR); 

2) has not knowingly entered into any contract or subcontract for this project with a person that is 

a citizen or national of a foreign country included on the list of countries that discriminate 

against U.S. firms as published by the USTR; and 

3) has not entered into any subcontract for any product to be used on the Federal project that is 

produced in a foreign country included on the list of countries that discriminate against U.S. 

firms published by the USTR. 

Attachment A

This certification concerns a matter within the jurisdiction of an agency of the United States of America 

and the making of a false, fictitious, or fraudulent certification may render the maker subject to 

prosecution under Title 18 USC § 1001. 

The Offeror/Contractor must provide immediate written notice to the Owner if the Offeror/Contractor 

learns that its certification or that of a subcontractor was erroneous when submitted or has become 

erroneous by reason of changed circumstances. The Contractor must require subcontractors provide 

immediate written notice to the Contractor if at any time it learns that its certification was erroneous 

by reason of changed circumstances. 

Unless the restrictions of this clause are waived by the Secretary of Transportation in accordance with 

49 CFR § 30.17, no contract shall be awarded to an Offeror or subcontractor: 

1) 1) who is owned or controlled by one or more citizens or nationals of a foreign country included 

on the list of countries that discriminate against U.S. firms published by the USTR; or 

2) 2) whose subcontractors are owned or controlled by one or more citizens or nationals of a 

foreign country on such USTR list; or 

3) 3) who incorporates in the public works project any product of a foreign country on such USTR 

list. 

Nothing contained in the foregoing shall be construed to require establishment of a system of records 

in order to render, in good faith, the certification required by this provision. The knowledge and 

information of a contractor is not required to exceed that which is normally possessed by a prudent 

person in the ordinary course of business dealings. 

The Offeror agrees that, if awarded a contract resulting from this solicitation, it will incorporate this 

provision for certification without modification in all lower tier subcontracts. The Contractor may rely 

on the certification of a prospective subcontractor that it is not a firm from a foreign country 

included on the list of countries that discriminate against U.S. firms as published by USTR, unless the 

Offeror has knowledge that the certification is erroneous. 

This certification is a material representation of fact upon which reliance was placed when making an 

award. If it is later determined that the Contractor or subcontractor knowingly rendered an erroneous 

certification, the Federal Aviation Administration (FAA) may direct through the Owner cancellation of 

the contract or subcontract for default at no cost to the Owner or the FAA. 

XIII. Certification Regarding Lobbying: The Bidder or Offeror certifies by signing and submitting this bid 

or proposal, to the best of his or her knowledge and belief, that: 

No Federal appropriated funds have been paid or will be paid, by or on behalf of the Bidder or Offeror, 

to any person for influencing or attempting to influence an officer or employee of an agency, a Member 

of Congress, an officer or employee of Congress, or an employee of a Member of Congress in 

connection with the awarding of any Federal contract, the making of any Federal grant, the making of 
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any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, 

renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative agreement. 

If any funds other than Federal appropriated funds have been paid or will be paid to any person for 

influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an 

officer or employee of Congress, or an employee of a Member of Congress in connection with this 

Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit 

Standard Form-LLL, “Disclosure Form to Report Lobbying,” in accordance with its instructions. 

The undersigned shall require that the language of this certification be included in the award documents 

for all sub-awards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and 

cooperative agreements) and that all sub-recipients shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed when this 

transaction was made or entered into. Submission of this certification is a prerequisite for making or 

entering into this transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file 

the required certification shall be subject to a civil penalty of not less than $10,000 and not more than 

$100,000 for each such failure. 

XIV. Occupational Safety and Health Act: All contracts and subcontracts that result from this solicitation 

incorporate by reference the requirements of 29 CFR Part 1910 with the same force and effect as if 

given in full text. The employer must provide a work environment that is free from recognized hazards 

that may cause death or serious physical harm to the employee. The employer retains full responsibility 

to monitor its compliance and their subcontractor’s compliance with the applicable requirements of the 
Occupational Safety and Health Act of 1970 (29 CFR Part 1910). The employer must address any claims 

or disputes that pertain to a referenced requirement directly with the U.S. Department of Labor – 
Occupational Safety and Health Administration. 

XV. Prohibition on Certain Telecommunications and Video Surveillance Services or Equipment: 

Contractor and Subcontractor agree to comply with mandatory standards and policies relating to use 

and procurement of certain telecommunications and video surveillance services or equipment in 

compliance with the National Defense Authorization Act [Public Law 115-232 § 889(f)(1)]. 

XVI. Procurement of Recovered Materials: Contractor and subcontractor agree to comply with Section 

6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act, 

and the regulatory provisions of 40 CFR Part 247. In the performance of this contract and to the extent 

practicable, the Contractor and subcontractors are to use products containing the highest percentage of 

recovered materials for items designated by the Environmental Protection Agency (EPA) under 40 CFR 

Part 247 whenever: 

1. The contract requires procurement of $10,000 or more of a designated item during the fiscal year; 

or 

2. The contractor has procured $10,000 or more of a designated item using Federal funding during the 

previous fiscal year. 

The list of EPA-designated items is available at www.epa.gov/smm/comprehensive-procurement-

guidelines-construction-products. 

Section 6002(c) establishes exceptions to the preference for recovery of EPA-designated products if the 

contractor can demonstrate the item is: 

a) Not reasonably available within a timeframe providing for compliance with the contract performance 

schedule; 

b) Fails to meet reasonable contract performance requirements; or 
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c) Is only available at an unreasonable price. 

XVII. Seismic Safety: In the performance of design services, the Consultant agrees to furnish a building 

design and associated construction specification that conform to a building code standard that provides 

a level of seismic safety substantially equivalent to standards as established by the National Earthquake 

Hazards Reduction Program (NEHRP). Local building codes that model their building code after the 

current version of the International Building Code (IBC) meet the NEHRP equivalency level for seismic 

safety. At the conclusion of the design services, the Consultant agrees to furnish the Owner a 

“certification of compliance” that attests conformance of the building design and the construction 

specifications with the seismic standards of NEHRP or an equivalent building code. 

XVIII. Certification of Offeror/Bidder Regarding Tax Delinquency and Felony Convictions: The 

applicant must complete the following two certification statements. The applicant must indicate its 

current status as it relates to tax delinquency and felony conviction by inserting a checkmark (✓) in the 

space following the applicable response. The applicant agrees that, if awarded a contract resulting from 

this solicitation, it will incorporate this provision for certification in all lower tier subcontracts. 

Certifications 

The applicant represents that it is ( ) is not () a corporation that has any unpaid Federal tax liability that 

has been assessed, for which all judicial and administrative remedies have been exhausted or have 

lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority 

responsible for collecting the tax liability. 

The applicant represents that it is () is not () a corporation that was convicted of a criminal violation 

under any Federal law within the preceding 24 months. 

Definitions: 

Felony conviction: Felony conviction means a conviction within the preceding twenty four (24) months 

of a felony criminal violation under any Federal law and includes conviction of an offense defined in a 

section of the U.S. Code that specifically classifies the offense as a felony and conviction of an offense 

that is classified as a felony under 18 USC § 3559. 

Tax Delinquency: A tax delinquency is any unpaid Federal tax liability that has been assessed, for 

which all judicial and administrative remedies have been exhausted, or have lapsed, and that is not being 

paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax 

liability.) 

XIX. Veteran’s Preference: In the employment of labor (excluding executive, administrative, and 

supervisory positions), the Contractor and all sub-tier contractors must give preference to covered 

veterans as defined within Title 49 United States Code Section 47112. Covered veterans include 

Vietnam-era veterans, Persian Gulf veterans, Afghanistan-Iraq war veterans, disabled veterans, and 

small business concerns (as defined by 15 USC § 632) owned and controlled by disabled veterans. This 

preference only applies when there are covered veterans readily available and qualified to perform the 

work to which the employment relates. 

XX. Prohibition of Covered Unmanned Aircraft Systems (UAS): The Bidder or Offeror certifies that 

they are aware of and comply with the relevant Federal statutes and regulations, including those from 

the Federal Aviation Administration (FAA), for operating unmanned aircraft systems (UAS) in 

accordance, and in compliance with all related requirements in the FAA Reauthorization Act of 2024 

(Public Law 118-63), section 936 (49 U.S.C. § 44801 note). 

Contractor warrants that all UAS operations will be conducted in full compliance with all applicable 

Federal Aviation Administration (FAA) regulations, including but not limited to 14 CFR Part 107, and 

any other applicable local, state, or Federal laws and regulations. 
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Sponsors and subgrant recipients cannot use AIP grant funds to enter into, extent, or renew a contract 

related to covered unmanned aircraft systems (UAS).  This includes both procurement and operational 

contracts, as well as contracts with entities that operate such systems. 
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Information Technology Security G'uidelines 

AIIII contractors who contract with the• c ,ounty o,f Orange ( 'C,ounrty'") shalll ·work 
,cooperativ,ely to as.s.iIs:t c ,ounty Iin a,chieving the objectiv,e•s and abi:de by the 
appHcablle terms under these 1Guid,elines foIr allll Controlls one 1(1), thru six. 1(6), 
below at allll tiimes, dur"ng the term of irts ,contract with C,ounty. 

1 ASSET MAINIAGEMIENIT' 
Asset management establiishes an orga:rnizat[on's inventmy offixedl and rnrnlm ted assets and defines 
hlow these assets are managed clmi ng lhletr rifecyde to ensure sustained produoUvity trn support of 
the mganilz.at iorn's cn1r.cal services. Ain event that disrupts an asset ca11 inhibit · he organizatiorn from 
achf.e ·nJJ its miiSsio111. An asset managern,e111i program helps identify ap,pmpliate strategies l tla shall 
altow the assets to matntain produ.ctivity during disruplive events. There are four broadl categortes of 
assets: people, infom1ation, teotmo IOQliY, a:rnd facitities. 

ni.e Cybersecu liity Program strives to aohlieve arid maintain appropriate proteot[on of 11T assets. Loss 
of accountability of IT ;;ssets oou .d resull ·n a 100 promise or breach of IT systems amt/or a 
,oampro:mise or breach of sensmve or privacy data. 

1.1 GOALS AND OBJECTIVES 

11 :1.1 SeliVices are tdentified ancl prtonlized . 

1 :1.2 Assets are irnventoriedl, and the auttilority ancl responsibflity for these assets is estabrished. 

11 :1.3 Toe relaliornship, between assets and the serv[ces tll.ey st1pport is established!. 

1.1 .4 Toe asset irnventmy ls managect 

U .5 Access to assets is managed. 

11 :1.6 lnfom1atton assets a:re categ:orized and rnaniaged to ensure the sustai1nmernt and proteotion of the 
cn1Ical servf.re. 

1.1 . 7 Facrlity assets Sl!llpporting the ,ori'lical service are prio111i12ied ancl man~edl. 

1.2 ASSET MAINAGIEME1NT' POLIICY STATEMEINTS 

11 .2.1 Se;rvioes lnvemto.iy 

2 .1.1 Departmernls anclfor contractors shal I maintairn a:rn inventory of its serv[ces. Thlis listing shall 
be used by the department a:mtlor rontraotors, to assist with i'ls rtsik ma:rnagemeni analysis. 

11.2.2 Asset lnvemtory - lmfonma ·on 

2 .2. 1 Al I information tllat is created or used wiih in tll.e• Ommty's trusteC!II elliviron rnent in1 st1pport 
ofCmmty busirn,ess actirvities shall! be oornsicferedl the propertyoUhe County. All Co rnty 1property 
shall be used in oorn pli1ance withl this guiderine. 

2 .2.2 County illifonnation is a vah.1abr.e asset a:rnd sh al I be protected from unauthorized! diisolosu re, 
modincat,ion, or dest filllotion. Prudent informiation seciur[ty stmdlards a:nd praotr.ces shall be 
irnpternented to ensure 1!hlai tll e integJf:ly, ,oonfid'.enliality, a:rnd avaflabil[iy of County information are 
not compromised. Al l Om.mty information shall be protected fro hie time of i'ts creat[on through 
its u;s,erul llfe and au:fhorized dis:posal. 

2.2.3 Departments andforcontracrors s.llalll establisll1 internal procedmes for tile secure ha:rndl'ing1 
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Information Technollogy Security GuideUnes 

andl stmage of all electmriically: mainrairied Ommty i11formalion 1!111.rt is owned or ooritmUed b,y the 
department. 

1.2:.3 ,Asset l'm1,em1iory-Technology (Devices, Softwa ,e) 

12 .3.1 Departments andlor OOl'ltradors s ha mafritai111 ,m imren my of alll d~~ntme111 andfor 
contractors managed devi.oes that oorineot to Go rity netwmt resources or ll)rocesses1, stores1, 

or transmits Ooumy data incfUcfing1 bl.It not l'imited to: 

• Des!kto,p, c,omputers, 
• Laptop Oomputers, 
•• Tablets (iPads and Androf.d de. ·c.es), 
•• Mobile Phories (baste 1oell pllones ), 
•• Smart Ph.ones (iPl1ones, Bllackbenry, Wiridaws Ph,ories and Alf'lldro:id P1hories), 

12.3.2 

,. SenrersF 
• Storage devices, 
• Network switclles, 
·• Routers, 
•• Fire-..,.al&s , 
•• Secmity App iarices, 
• I ritemet of Tl1 ing.s 1(10 l ) devices, 
• Printers, 
,., Scanin.ers1 

•• KJosks and Th in cll:ents, 
•• Matrirra1Tr1e Hardware•,, arid 
•• VoIP Pih.ones, 

Asset inventory shall map assets to thle services tney support. 

12.3.3 Departments andfoir co11traotms shall adqpt a standard nami11g conventiori for devices 
1(1r1amfrig co11ven ·on to be· u· mzecl as devioes are serviced or purchased),. 

12 .. 3.4 Each department andt'or ooritraotor shlal I elliSure that all software used ,on Ommty systems 
and in thle execution of County busiriess s hal I l::l.e 1t.1sed legal IV and in comprianc.e• ithl lice11s ing 
agreernerits. 

1.2:Al .Asset lnvem1iory - Facilities 

12.4.11 Departments and/or contractors shall mairitain an inventory of its facilities. This liiS ,-rig shall 
be used by the departme11t and1m oontractor to assist with its risk. management a:riaLysis,. 

12.4.2 Departments aridfor contractors shall identfy the facrlilies used by its ,oritica seNices. 

1.2:.5 .Access 1Contrnls 

12.5.1 Departmerits ancffor ,oo:rntractors. shalll estal::llish a procedllre that e11Smes ority us,ers. with 
leg itimate blliSi11.ess rieecls to aoc.ess County IT resources ar,e provided with user acoou11.ts. 

12_5_2 Access to Co nty ·ritormation systems and inJormatiori systems data shat be base-di on 
each ll.lser's a-roess plliit,rileges_ Access coritro s shat ensure that even legitimate users cannot 
access stored i11formation t1 ress they are aulhorizecl to do so. Access oontrol shoutd start by 
de11r1{ing1 access • o everythingi, arid lheri explicilliy gJanting access according to the "11eed to 
lmow" principle. 

12.5.3 Access to Cmml:y fnformatiori ancl Oounty information assets shouldl be !Jased ori tlh.e 
principr.e 
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lnf,ormati'on Technology Security Guidelines 

of "ilea.st 1Privrlege; U10 is, gra111t 11110 user 1greater aocess prirvileges to tfile i11formation or assets 
tllan Oounty responsibilities demandl 

12.5.4 The owner of each County s:ystern, or their desig111ee, IPfOVides w111ten aL.1thori12atio111 for all 
intemal and extem user access. 

·12.5.5 Al l access to internal Om.mty ,oomputer systems shall be oornlro too by a111 al.lthenttcation 
methodl i11volving1 a minimum of a user id'.en ilier rmr) a:111d password combination that provides 
verificatron of tfile 1L.1sers iderntity. 

12.5.6 Al l Cournty workforce mem • ers, i11cluding1 contractors, are to be assig111ed a unique user ID 
to aocess tt1.e 1111etwook as aippl icab le. 

12.5.7 A user account shall be expli.oitly assigned to a sing'le, named individu . No 1groL.1p or 
shared computer accournts are 1permissible except when 1111ecessary andl warranted due- to 
legitimate business needs. Such need slliall be dool.lmernted prior to aooount. creation an 
accou111ts aoti:vated only wll.e111 neoessar,. 

12.5.8 User accxrunts shall nm be· shared with others incl11J1f 111g , bu:t. not limited to, someo11ewhose 
access has been dented or tem1imrtecl. 

12.5.9 Departmernts and/or contraotors sh.all condud reg 'lar reviews of the regEStered ll.lsers' 
access level 1Privfleges. System owners shall pro: ·de user listings to departments for 
1oonfirmation of users aocess !Privileges . 

. 2:i6 .A:sse.t Sanitatiorumsposa I 

12.6. 111less appro:vedl by Cou11ty management, 110, Ool.lnty computer equ(pment. srnal I be 
removed flliOllil the premise-s. 

12.6.2 • rtor to re-de\ployment storage media shall be a;ppro;priately oleansed to prevent 
1L.1mmthmized exposure of d'ata . 

12.6.3 Smp UiS, do111ati0'.111 ,, disposal or destruotton of equipment c-orntaining s ora:ge rned'ia shalll be 
approplriiatety d'is:pooed according to the terms of the equ:ipme111t disposal seivtoes icontract. 

12.6.4 Sa:111itization methods for med a cont.a ining Ool.lnty infonnation shall be r111 accordlance wi'lh 
NSA (Na 'onal Secunly Agernoy} sta:111dards !(for examp :e·, 1oleaFing1, Pill rg ing, or d.eS!tmyinJJ). 

12.6.5 Disposal of eql.lipment shall be do11e [111 aooordance with all ap,pltcabre CoL.111:ly, state· or 
federal surptl.ls property and e111vili0rnme11tal disposal raws, r,eg latiorns or IPOlictes. 

2 COINITROLS IMANAGEMENT 
TfileContrors. Ma:111a_g,eme11:t.domain focuses,0111 the prooesses bywll ich an organization pliall.iS, defines1 

analyzes, and assesses the co11trols • hat are implemented intemall'y. ThiiS prooes:s helps Ute 
organization ellisure the controls management objectives are satisfi.ed. 

Tlh.is domain focuses om th.e• resi[ience, 1controliS 1hat al low a:111 orga:111izatton • o operate d1.1ri111g a ti me of 
stress. These resrre111oe controls are ilifllP lemented in the organization at. all eveis and require various 
levels of ma:111ag,eme11t a11a staff to plall\, define, analyze, ana assess. 

2.1 GO.A LS AND OBJECTIVES 

2.1.1 Control 1dbjecUves are establEShedl. 

2.1-2 ControliS are implerne111ted. 

2.1.3 Control d'.esig111s are a11!aLyzed to ensure, tfiley satisfy 0011tml objectives. 

2.1.4 Internal control system is assessed o e111sure oontrol objectives are met. 
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2.:2 CONTIROIL IMANAGIEMENT POUCY STATEMENTS 

2.2.1 Physica'I and IE.lrli\lli:ronm.entall Security 

22. 1 _ 11 Procedu mes and racflily hardening measures shall be adopted o prevent. attempts at and 
deteouan of unauthmized access or damage to facrlilies • hat oonrai111 Oou11ty infommtton systems 
and1-cn processing1 facflilies_ 

22.1-2 Restricted are-as witihin faci[ities thal. house s,eooitive or ,oritical County i111.forn,ation systems 
shall, al. a mirnimmn , uli zse physical access a:mtrdls designed to permit access by authorizsed 
1Personmel only. 

22 .1 _3 Phys ical 1protection n1easures against damage from eXJtemal and e,nviro rnme11tal lhreats 
shall be implemented by a d~artrnents as ap,propriate_ 

22 .1 -4 Access to any office, oom puter room, or worlk area tha ,oontains sens ilive infmma.tion shall 
be pllysically restricted! from unauthorized! aooess. 

22.1-5 Access points. s1mh as deli .ery and loading areas. and other IP0ints where unauthorized! 
1Persons may enter th.e• prerr ises shall be· controlled and, if possib e•, isol!ated from informat ion 
1Prooessing1 rad ties • o avo id 1Lmauthori!Zed access_ An exam p e of this wo:lllld be separating the 
two areas IJy a IJactge-only accessible dom_ 

22 .1 _6 Oontinlllity of IPOWer shall be provided to maintain • he availabflity of critical equipment. andl 
informattoo systems_ 

22 .1 _ 7 Rower amt telecomm rnications cabring1 ca.eying data or sup,pmting infom1atton services 
shal I be protected from interception or damage_ Different, yel. ap,propniate n11ethods s ha be 
lllltilized for intema arnd external cabling . 

22.1_8 6q;L11ipment shall be p1uperty maimai1rned to ensure fts contirnued avarlabilily and inte_g nity_ 

22.1_9 Al l shared IT intrastmotme by more than one department. shall meet co1U111ti/Wicfe• security 
IPOticy for taoililly standards, availabiltly, access, data&. 111etwori1k seomi ty_ 

2.2.2 N'etworik. Segmenta. -on 

N OTIE: This section is a;pp[icable to [)epartm,mts and/'or coolractors. that 111011age their own networ1< 
d'.e1tices_ 

22.2_ 11 Se,gnien.l. (e_g_,, VLANs), tile networ1<. into mul:tip e, separate 21ornes (based 0111 trust levels of 
til e informal!ion stored'Jtransmitted} to provide more granllllar oontro of system access and 
additional inlranet IJ01Urndary defellises. Vl.rhenever infonnatio:rn f lows over a network of rower trust 
level, the infom1attan shall be e111.oryptedl_ 

22.2-2 Se,gn;ienl. the netwoIB. into mllllti:p le, s~parate zones based on the devices (seNers 
wmtstatio:rns, mo bile devices,, printers, etc.) rnrnneoted to 1he networnk_ 

22.2_3 Oreate separate netwofk segments (eJgL, VLANs) for BYOD ("bring1 yolllr ow d'.evice'") 
systems mother untrusted de1ttoes,. 

22.2-4 The networ1<. infrasln..lcture shall be managed across 1network connections that are 
separated from the bUisiness use of that networ1<, relying 0111 s~parate Vl.Atlls or, preferably, om 
entire ly different physical ,oanned ivity for ma:rnag.emen:I. sessions ·or ne o:rk de-vices_ 

2.2:3 Mobile Computing Devi.ces 

To ensL11re that Mobil,e Computing [)evices {iMCDs") do not introdu.oe th reats into systems that 
process or sto e Oounty imom1atio111, d~partme11ts' a:rndfor contractors' management shalt 

22.3_ 11 Establish! a:rnd manage a process for auth.orizing, iss1L11i11g and tradking1 the use of MC[)s_ 
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22.3.2 Pem1 it 0171)1 a:U1ttloni!Zed MCIDs to co17nect to Co11Jnty i17fomiiatio11 assets or 17etwmts tllat 
store, pmcess, transmit, ,cir oornneds to OoU1111ly information and information assets. 

22.3.3 lrnptement appll.cabte access control req11J iremernts in accordlanoe wilh • his guideline, s11J oh 
as the enforoeme111t o:I' a system or de\l'toe· lockourt after ·15 mtrnutes of inactivity requirtl7g re­
enterfng of a Ipassword to unlock. 

22.3.4 Install an enoryp,tion algorithm tllat meets rm ex,oeed:S industry recommended e17oryp,tion 
standard for any MCD hat • ·11 be uood • o store Co11Jnty tnformatiorn . 

22.3.5 E11Sme 1hat MCOs are co17figured to irestrtct 1he 1U1ser fmm ,oircumventin_gI • he a.U1ttlentrcation 
Iprocess. 

22.3.6 Provide security awareness trarrnrrig to County andl'm contractor ennptavees 1hat informs 
MCD IIJiSefS regarding MCD restricfiarns. 

22.3.7 Label MCDs wttlli County address andl'or phone· number so that · tie de ·ce can Ile ret11Jmed 
to 1he County if recovered. 

22.3.8 The illist.allation of any software, exec,IIJ'table., or other fl'le to any OoU1nty computing devioe 
is Iprohibited if that software, executable, Of other file dow11 loauedl by, is 01Ni111ed by, m wa.cs 
purchased by an employee Of contractor with his or Iler own runCJls untess approll'ed by 1he 
departmenrt. 

2.2.4 Persona'IIV Owned De111Ices 

Personal complllting dell'tces inch.Ide, but are not limited to, removabte meCJl ia such as tllumb or 
usa drives, ex.l:ema l hard dliives, flaplop or d:esktop ,oomputers, cellular pharnes, or persornal digital 
assistants ("PDA:s") ownedl tJy or purchased by employees, contract 1Personnel" or o1her 11101111-
County users. 

22.4.1 The connection of any computing Cllevice not owned b-y the County to a County 111e mik: 
1(excep:I. tll.e• Public Wii-lFi provided tor plllb c 11Joo)1 or 1oompl!lti111gI devtoe is pm.hibited urnless 
IPfe\l'[0US 'i!j .i;ppro.ved. 

22.4.2 The Co nty au1holiizes 1he llllse of personal devices to access resources that do not 
traverse 1he County nelwork d'ireclly. Such resources inc[U1de Co nty's Saas applications . 
Aooess • o some· ag,ency specific a;pplicafions, e•.g., app c.morns 1hat are· subject to oompnance 
reg11Jlatiorns. may req,lllire prior approval of the Cmmty OISO a:rnd 1he associated Departmernt 
l-lea:d . 

22 .4.3 The Ool!Jnty wfll re-speot. the privacy o:f a uiSef's vo lu rntary use of a personally ownecl de • oes 
to access Co11Jnty IT reso11J rces. 

22.4.4 The Countywfll 0171)1 reqU1est a:roess to tll.e• persornally owned device ·rn order to implement 
seamw contro ls, to respond to ljfigatio111 hol'.d (aka: e-disooveiy) req,U1ests ariising out of 
administrative, ci1r1FI,, or crtminal directives, Pu'blrc Riecord Act reque-s,ts, and subpoena.cs (or a.cs 
otherrwise required or pemi itted by appltcabte· state or federal laws). Suell aooess wi be 
Iperfomled by an alilholi!Zed technician o deslgnee using a legitimate software• process. 

2.2.5 Logon1 Banners andl Warn ing Notioes 

22.5. At tile time• of network logi11, the user shialll be presented wittl a log in ba:rnner. 

22.5.2 Al l complllter systems tlh.at corntain or ac,oess Cournty i11tarmatio111 slilall display warn ing 
banners il7torm ing po entf users of conditions of IIJiOO 1oonsistent w· ti state and federal raws. 

22.5.3 Warn ing ba:rnners shall mma[rn om 1he scream ILlntil title 11Js,er takes exp toit acfiarns to logI on 
to the information system. 

22.5.4 The ban17er messag,e small be pl'aced at t!he user aullhe11ticatiorn pofnt for evecy oom;puter 
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system thlat contai11s or accesses County: irnfom1aoo:rn. The ba:rnner message may be placed on 
an initial log:on soree111 i s itllations where the logon provtoes access to mllltiple 1oomputer 
systems. 

2.2 .5.5 At a minimum, banner messages shall provtde approplilate privacy and sern liity information 
andl sJ1!.!II oornta·rn informattorn informing1 potential 1L1sers that 

• User ls accessing a goverrnrnernt infom1ation system for cc:mditions of use 1oonslstent with! 
state a:rnd federal infmmation seOL1rtty andl pr ivacy protection l!aws. 

• System usage may be· rnon[tored, recoird'ed, and subjoot to am:lit. 

• Ummthloli!Zed use oHhle system is prohibited and Sllbject to criminall and ci ii pernalties. 

• Use, of ttl.e system irndtcates ,oonsent to mornitmlrng arn:l recording1. 

2.2.16 .Authentication 

2.2 .6.11 AlllthBnticate UiSier iderntities at initl!al co11 rnectiorn to County resources. 

2.2 .6.2 Alllthentication mecha:rn isms sh.all be appropriate to 1he· selliSitivity of the informat ion 
,oontained _ 

2.2 .6.3 Users shall not recewe detailed feedback from the authernt1icati11g svstern on fa il'ed logon 
attempts_ 

2.2.7 Passwords 

2.2 .7.1 Cou 11:ly a,:pproved password stand!ards a:ndfor guidelines shall be applied to access County 
systems. Tll.ese sta:rndards externd to mobrle dev[oes and perso11mly owned devices used for 
wmt. 

2.2 .7.2 Passwords are a 1plimmy means to co11tro l access to svsterns a:ndl shall tllerefore be 
selected , 1.1sedl, a11d ma.nag,ed to protect aga·11st urnautllorized disoo.very or usa.ge_ Pa.sswoird',s 
shal I satisfy th.e followi11g cornptexity rule: 

2.2.7.3 

2.2 .7.4 

• Passwords will contain a. minimllm oforne (1) upper case tetter 
• Passwords will contain a. minimllm oforne (1) lower case letter 
• Passwords will ,oontain a rni1rnimL1m of 011 e (1} nurnbeir.: 1- O 
•• Passwords will contain a. m·nimum oforne 1(1) speci character : !,@;#,$,%,'\&/,(,) 
•• P:eissword 1ohlaracters w ill not oo seqllential (Do not use·: ABCID , This iiS ok: AIODB) 
•· Passwords characiers,wi[l 1r110 be repeated in a mw(Do not use: P@ SS. Thlis is ok: P@$S ) 
·• OOMPLEX PASSWORD EXAMPLE: P@$SWo'Rd13 
• Pa,sspll rases example: l he$ky'ls8tL1e2da,y 
• Passwords canno contairn the users fu[I name m netwo login 

Passwords sh.all ll!<!.ve a minimum length of twelve {12)1 characters. 

Passwords sllml not be reused for elve ( 12) i'teraliolliS. 

2.2 .7 .5 Departmernts am1/or corntraotors shall require, 1.1sers • o cha:rnge their passwords periodi.calLy 
{e.g ., every 91] days at th.e• maximllrn}. Ohanging 1passwords more o:lten tha:rn 90 days is 
enoollrng,edl. 

2.2 .7.6 etwork and appltcatio111 systems shall be configured to enforce automatic expiratlon of 
passwo ds at regul!ar frntervals (e.g_, every 90 days at thle maximum) w hlen the techno ogy is 
feasible or availa t>le. 

2.2 .7.7 ewly created accournts shall be asstgned ~ ra11domly ,g;enerated password prtorto account 
informattor11 being provided! to • he user. 

22 7 8 We· user s tlaU giite· biis or ber passworrj to allOtber persoi:i, 11mcfer ai:i,y ,oii:cul:ilstai:ices 
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, orkfor,ce· members who suspect that their 1Password has become k1nowrn by anotller person 
shall ,oharnge 1!heir password immediately and ffiiP011 their suspicion to marnagemenl 

2 . .2I9 Users who have lost or forgotten t11.eir passwords shall make arny passworcl reset requests 
tllemselves without using a proxy {e.g." arnother Cou11ty employee), untess appro,ve by 
management. Plftor • o 1Processing password ctilang,-e requests,, the requester shall be 
authernticated to 1!he user aa::olllrnt illl question. (e.g1., Verificaliorn wfih user's su;pervisor oir the· use 
of passpll rases can be tlised for this al!lthenUcatiorn 1Process.), New passwords shall be provided 
direct!¥ and on ly to the user ·n quesliorn . 

2.2.7.110 IA!hen tecl'mologtcally feasible, a new or reset password shall be set to expire· o·rn its i11itia 
use at tog 01r1 so that the user is require to ,cllan_ge the provided password to one lkoown on [¥ to 
tllem. 

2.2.7.111 Al l Ipasswords are to be treated as sensfiive information. 

2.2.7.112 User A.co:mnts shall be ock.ed alter five (5) oornsecut1ve· invaltd logon attempts wilhirn a 24-
ho r period. Toe rockoui duration sllall be at reast 30 minutes or until a system administrator 
enables tile 1.1seir ID afl:er i1r11ves1i'gatio111 . Toese fea~uires shall be configured! as indicate , when 
tile teohno logy is teas ible or available. 

2.2..7.13 Afl sys ems containingI sensitive i11formatio1r1 shall not allow users to lla.ve multiple 
concurrent sessions on the same system when the tecl'motogy is ·ea.sibl'.e or avaflable. 

2.2:;8 Inactivity Timeout and Restricted! Connoc11iion IiDllll&s 

2.2..8.11 Automatic lockouts for system devices, incl 1:r111g worikstations and mobfle coni i:mting 
devi,oes1 after no, more than 15, minutes of inactivity. 

2.2.8.2 Automated saeern loc.lmuts sham be used wll.erever possible ustrng a set tin,e i1r11cremeT11 
(e.g.,, 115 mtrnutes of I111m11-adivity}. In situations where it is 110 possible to automate a locikout, 
operational procedures sllall be impr.emented to instruct IL!lsers to lodk the tem1i1r11al or equipmeT11t 
so that unauthmizedl ·111divid1Lra ls cannot make IIJise o:f tile system. Onoe log;ged on, workforce 
members shall 1111ot leave tlleir con puter IL!lnattendedl or availabl.e for someorne else to Uise. 

2.2..8.3 IA!hen deemecl necessan,, l!Jiser log·rns andl data communtcations may be restliotecl by time 
and dlate ,configurations hat lim[i when cmmectiorns shall be accepted. 

2.2:.9 Account Mon itoringI 

2.2.9.11 Access to a Coon~ natwmt and its resou oes shall be st1rfcU'y controlled!, marnag,ed, ancl 
re ·ewed to ensure only authorizsed u;sers garrn access based 01r1 the priviteges granted!. (e.g., 
Kiosks provide pllrys ical and public aooess to Ommty networks. Toese shall be secured! to ernsure 
County resources are noi accessed by unauthorized Uisers.) 

2.2..9.2 The control mechanisms for all types of access to Oountv IT iresources by contractors. ancl 
custorn1ers are to be documented. 

2.2.9.3 onitor aooouniusag,e to determine domiant accounts 1hai have I111ot been IL!lsed for a given 
eriod, such as 45 diays, no· ifyi11g tile ruser or user's manager of tile doml!ancy. 

2.2..9.4 After a tonger pelftod, such as 00 days, tile· aooount shall be disabled by the system when 
tile teohnology is feas ible or available. 

2.2..9.5 On a periodic bas5 , such as q,ual1erty or at least annually, ctepartmernts shall require that 
managers match active emp oyees andl contractors wfih eaoh ac,oount bel'.onging to thei 
managed staff. Secmi l)I or system acfministratms shall tllen d'.eterrn ine whether to disable 
accourrts tll1ai are• oot ass igned to active emp oyees or contractors. 

2.2:.10 .Administrative Privileges 

2 2 110 1 ~stems Actm ioiiStrators shall use separate aoloo iai;strative acm1mts, wl'J icb ave dilerarnt 
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from · heir end uiSer aocount {required o ha.ve an · dMdual end uiSer aooount}, to condudsystem 
admtrnistrn1ion tasks. 

22.1102 Adm iniiStrative accounts shal 011 ly be granted · o indhridualls who have a job requirement to 
1oondL11ct systems adrni11 istratio11 tas s. 

22.110.J. Adm inistrative aocoonts sh I be requested i11 writing andl must be approved by the 
Departme111 Head or designated representative using the County Seam]y Rieview and Approval 
Rrocess. 

22.110.4 Systems Ad infstrator accounts thai access Counw enterprise-wide systems. or have 
enterprise-wid.e impaoi shal be approved by the CISO using the Cournty Securtty Review and 
~pp,roval Process. 

22.1105 Systems Admin ist rators shall use separate administrar we ac,oounts to manage Mobile 
Devr.oo M,mag;.emeni (MDM) plialiforrns bl!Jt may IIJ<Se tlhe local wer's ,oredential:S wheirl cmliguring 
a mob~e phone or tab lei devtoo. 

22.110.6 A[I password:s for privfleg,ed system- :evell accounts ,(e.g., root, enable, OS admin, 
application admin[straticm accounts, etc.) shall c:om,ply with Seoiian 2..2.72. 

2.2.11 Remote A.ocess 

22.111.1 Departmoots and1or ,oontraotors shalll take appropriate steps, inolud ingi th.e implemootation 
of appropriate encryption, l!JiSer aulhe11Ucaticm, andl virus. protootion measures, to mitigate 
secunly risks associated wi h allowing users to t1se remote access or liOObilecompuling methodiS 
to access County infoimattan systems. 

22.1112 Remote access privi'feg:es shall be ,granted to County wonk.force andl oantractors only for 
legitimate bus i11 ess needs, andl withl the specifi:c approval of department. management. 

22.11.3, All remote access implementatiollS tlilat 1Jtilize thle Co 1.m:ly's trusted netwmik. envlmnmoot 
andlthat have not been 1Previou,sly depfoyed within the County shall be su'brnilted to and reviewed 
by the OoL11nty. A memmandum of t1nct.erstand'ing1 ,(MOIJ) shall be lltiljized for this submittal andl 
review p~ocess. This is requf red fm any SuP,p ters util'"0 ing remote acce-ss to ,oonctlllci 
maintenance. 

22.11.4 Remote sessions shall be tem1inatedl alter 15 minutes of fnacr i'ty requiring tlile uiSer to 
authenticate ag1ai111 to aocess County resomoes. 

22.1115 Al l remote aocess ·rnrrastructure shall indude tile capability to monitor and record a detarledl 
audit trarl of each remote aocess attempt. 

22.111.6 All users of County inetworik.s ancl computer systems are prohrbitedl from 1oonneding and1or 
activating unau1hori21ed di1al-up or broadband mod.ems 0111 woltstatiorns1 laptops, or olher 
,computing devioes • hat are simlllltaneou,sly 1oonneded to any Ommty networik . 

.22.111.7 eriod'ic assessments sh al I be performed to identify unauthorized re mo e connecliorns . 
Results shall be used to address any vu nerabilili:es ancl priorilized according to •oriticaHty. 

22.111.8 Users granted remote access to Oounty 11T lnfrastruotL11re sh I fol low all add itii:mal policles, 
gutderines and standard:s rer,a ed to autlilenttcation andl authlmization as i'f thley were oonnectedl 
locally. For exampre, th is applies whe ma;pprng to shared ne orik drives. 

22.11 ·1,9• Users attempting1 to use external remote access sh al I utiliize a Countyc.approved mullHaotor 
authentication process. 

22.111.10 All remote access imp em:entaticms that i11wolve 1111011,..County infrastructure shla be 
reviewed! ,md ap,prove by both the departmmt a11d Cournty. Tlil is approval shall be received 
1Prior o the start of such imp ementation. 

2 2 11 11 Remote access ipcivfleges to County III resmrnces slJall nnt be given to contractrn:s aoc:11 
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CL1sto ners urnless department ma11agernent d.etemiines that these incfi ·dllal:S or organizations 
have a leg itimate bu;siness 111eed for such access. If s ch access is ,granted!, it shall be lim· ed to 
tllose pr"iVile,ges a11d cond iticms requ:iredl for the pertomtance o the speoifiedl work .. 

2.2.1 2 Wireless A.coess 

22. U.1 Departments andl'orcontractors shall take appropriate sieps, inolud ing1 Ute implementation 
of appropliiate enoryptio11., ooer autll.entication, device autl'ile11ttcalio111 andl malware protec1lio11 
meas1J es, to mitigate· risiks to Ule· sec rity of Oollnty d'ata and i11formmio111 systems associated 
with the use of wireless 111etwmt access teohnologies . 

.2'.2. U2 On~ wireless systems that have been evatL1ated fo sec1Urity by both departmernt 
managemen and the Cou11ty shal be a,pproved for ,connectivity to Cournty networks. 

22. U.3 County data · hat is trarnsrnitted over any ·reless 11.e oirt shall be [Protected! in aocordance 
with the se11sitivily of the infomation . 

. 22.U.4 Al l access to Oollnty 111e orks or resomoes via 1Unapproved ·retess oommL1ntcatio111 
teohnalogies is pmhibitedl. This inolud'.es wireless systems that may be brmght ·1110 Co rnty 
faoil[ti.es by visitors or rg,uests. Bmployees, ,contractors, allld customers are prohfbitedl from 
co necting a:rndlor activati g1 wiretess ,oonnections 0111 any con pL1ting1 device that are 
sirnul.ta:rneously connected to ,my Co nty 111ewrork, either locally or rernotel'1/. 

22 .U.5 Each d'.epartmernt and/or ,00111tractor shall make a reg,lllar, rou: ,-rne effort to ellliSure tlh.at 
una:lltl'ilori!Zed wireless networiks, aooess po·nts, amltor modems are 111ot i11stalled or ,configured 
within ils IT environments. /Jv.111y u11a1UU1ori21ed co11111eciions described above sha.11 be disabled 
irnrned'iatety _ 

2.2.13 Sys,rem and Network Opera • ons M'anageme'Jilt 

22. 3.1 O;perating1 procedllres and respo111siMmes tor all Cournty i11l om,atio11 processing facflilies 
stlal I be fomilally a . tllori2!ed, d'.ocume11ted, and lll,pdated . 

.22. 132 Departme111ts arnHor contracto sh,al establish contJiidls to enslll re the security of the 
informati.0111 sys~ems 111etwo:rk.s that they operate. 

22. 133 O;peratio1110I syste1it1 docu m enta1ion for Oounty irnforma1ion systems sll~II be protected mom 
una:lltl'ilori!Zed aooess. 

22. B.4 System 1L1ti If ·es sham be available to onL'y hose users who have a business case fm 
accessing ~ e specific ulirity_ 

2.2.1 4 Sys,rem IMonitolii lilg alild 11.!ooging 

22. 4.1 Systems operational staff sllall rnai111ta i111 appropriate log(s} of aoiivities, exceiPliollliS and 
informatton security eve111ls i11,vo virng Ommty information systems and services . 

. 22.142 IEaol'il d~partrne111 and/or ,con1rac or sllal mai11ta.in a lo_g1 of a I faults involving1 Co 111ty 

informati.01111 systems and services. 

22.143 Logs shall be proteded fro I una:lllthori!Zed accessor n10dificatiollliSwherever tnev reside. 

22.14.4 Thie d odks of all reteva11t i111fmmation 1processing1 systems and attrib1Uta.ble logs shall be 
sy11chru11ized with an agreed lllpon accurate l ime source such as an establislled Network. Time 
Rrotocol (NTP) service. 

22.14.5 Au'diling and log,g·ng1 of llJs,er aclivr:ty shall be irnpteme11ted on all critical Oollnty systems 
tllat support user access capabflilies. 

22. 14.6 Period'ic log reviews of user access and pnvile,ges shall be pertorm:ed in order to monilor 
access of sensi'tive information. 
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2.2:.15 Malware· Defe111iSe.s 

22. 5.1 Departments shall tmpternen:I. el'"ll~poi11:I. security on ,computimg devtc.es oomneoted to the 
Cmm1ty 1r11e or1(_ Endpoint seou ity may irnd ude o rne ,or more of ttl.e fo I owtrng soffware: a~ virus, 
anti- spyw.ne, personal firewall, hlost-based trntrusiarn deteotion (IDS). 1r11e or1(-based intruiSio11 
detecliom (IDS}" intrusto prevention systems ,(IPS), and wll itelisting and blacklist ing of 
applica.tiolliS, web, sues, amd IP addresses. 

22. 52 Special fearures cfes·gmed to filter out maltcious software co:rntained in either email 
messages or email attachments sl'l!al be irnptemented on a Oornrnty emarl systems. 

22_ 5.3 V'Vhere feaisib e, any computing devtc.e, ·rnd ud ing laptops and desktop PCs, that ll•as bee11 
,connected to a non-County infraistructu e •(inc[udmg employee Imme netwolfks), and 
subsequeif'IUy· use to con meet to the Ocxmty network sllall be verified that il is free mom viruses 
and other fmms, of ma cious soltware prior to atta.infrng co1rmecliv[ly • o the County networik. 

2.2::16 Oara Loss Rreveotiolfll 

22 . 6.1 Departments andlo contractors sha.111 implemen:I. Data Loss Areventton (OLP) rnethod;s to 
red11oe· • he r isk of data brea.oh related to sensutve infoimatton. 

22. 62 Departments ancffm ,contractors shall deploy encl'Yplio:rn sottw,ue 011 rnobrle d'.evices 
,oontatrning sensi:tive data. 

2.2.11 Oara na111sfetr 

22 7.1 Agreememts shall be imptemented for tll.e• exohlange of infom1atio11 betwee11 the County 
andl other entilies. As wel I as betwee11 d.epa.rtments . 

.22. 7 2 County infom1a.:1.io:rn aooe-ssed via eleotrornic ,commerce shall have securi]y ,oontrolis 
i ptemented based on lhe assessed risik. 

2.2.1 8 Bnoryption 

22. 8.1 The d'.eciiSion to use Cl)iip ograph tc controls and1or data emcrypliorn in am applicatiolll sllal 
be baised on the level of risk of unauttioiri 21ed access and the semsiliv[ly of the data that is to be 
1Pmteoted . 

.22. 82 The decis iolll to use CfYiptographic controls amtfor data erncrypfion on a ti•ard drive ,or any 
removable medialdevtoe shall be based on the level o riiS!k of 1una:uthmi12:ed a:ooess and the 
sensui:11ity o1f tihe da:l.a1 that is to be protected . 

.22. 8.3 V'Vhere approprtate, enCf'JIPtion shall be used lo protect. ,confidentf.al appli.catiolll d'ata. that i;s 
tramsmiUedl over open,, untrusted netwol1:s1 su.oh as tfl.e lntemet. 

22. 8.4 Wham ayptograpll ic controls, are 1usedl, procedures add'ressing the following1 areas shlall be 
esilab[ished by each d,epartment: 

22_ 8.5 Determinatio11 o1f • he level of ,oryptogra.phtc conlrols 

22 . 8.6 Key mamagementfd~tlibuliorn steps and r~pons ibilrues 

22 . 8.7 IE11.0F1Jiption keys shall be excha:rnged on!¥ s ing1 secure melll.ods of •oo m un tcaliorn . 

2.2:.19 Sy-stern Aoqul sitio1111 an.d Development 

.22. 9.1 !Departments a11dlor oontraotors sh.cal id.entify all busirness applications tl'l!at are used by 
tll.eir users in support of primary business funotions. This inoludes all applications owned and/or 
mean.aged by ttle· department as well as other business applications l hlat are used by the 
department but owned and/or rnamaged by o:l.her Countyorganizaticms. All blJiSiness appli.cations 
1.1sed by a department sllall be documented irn tfl.e depa.rtment1s I securrry pl!an as well as their 
Business lmpad Analiys is ,(BIA) • or ,or tt ica□ty ratfrng (RTO) arid contfnu[ty pmpooes. 
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An appltcation owner shal be des[gnate.d for each -rntemal ctepalilmeifllt business 
applicatio11_ 

22. 9.3 Al l access ,controls asoociate.d with booiness a;pplicalions, shall be ,commernsurate withl tile 
hlig hlest level of data used within the a;ppricalion_ Tlilese same aocess controlis shall also ad here 
to the guidelines provided i111 Seotion 1-2.5: Ac,cess Contl"dls. 

22. 9.4 Semrity requiremenIB shall be· i11coiijp0rated into the evaluat[on process for all commercial 
software 1PFOdL1ots tll,at are intended to be use.d as tile basis for a bUisiness apJ)licationi_ The 
secunl.y requirements, in question shal be based on reqllirements and stanclards speci'fied in 
this guiderine•. 

22. 9.5 In situations wlilere data needls to be iiSO ated becaL1se there wouf.Il be a co11ft iot o:I' i11terest 
data seollrity shall be designed and imptemented to ensure that isolation. 

Booiness Req1U irements 

22. 9.6 The !msiness req;llirements defirnilion 1Phase of system development shall co11tai111 a review 
to ernsure thaHhe system s hal I adhere to Oounty infom1ation sec1U rity standamls. 

System Files 

22. 9.7 Operating system fil.es, appl'icaliarn software andl data shall be secured from urnaul:honzed 
use or access. 

22. 9.8 Olear'--text data that results, from testing shall be handted, stored, and disposed of i111 the 
same marnner and usirng thle• same pmced.ures as are tlised for 1produc1!iorn data. 

22. 9.9 System tests shall be 1Pel'formed on data that is constrnoted specifically for that. puiijpOse. 

22. 9.10 System testing shall not be perfomned on operational data unt.ess • he 11ecessary 
safeguards are irn place. 

22. 9.1 A combination of teohnical, procedmal a11u !Physical safeguards, shall be used to protect 
applicat[o111 source cod.e rom untrntentiornal or 1tmautholi12ed modification or destru.ot[on. All 
Cournty pro;prtetary irnformatiorn , inolud'ing sou oe, code, 1rneeds lo be protected throllgh 
appropliate· rote-based access ooflllrols. An exa pt.e, of this is a ch,mge ,control todl that recon:dis 
all changes to source code inctudfrng new development, updates, and de :etio11iS, alon91 with 
d 11eck-[rn and clleck-out • Jormaliorn . 

System Deveto·pmernt & airntemmce 

22. 9.12 The d.evetopmerit of software for use on Oount,/ irnfom1ation systems shall hlave 
doc mentedl change control! proced1UF1es m place to en.sure proper verstonfrng1 and 
impternentation. 

22. 9.13 Wlern prep ·ng to upgrade any Oounty infom1ation systems, irncluding airn operating 
system, on a produotion computing resource:; the process of testtrng a11:d approving tile upgrade 
shall be 1com,1>letedl in advanoe i111 orderto minimize potential seourity risks arnd c:l isruptrons to the 
production e:rnvtronment. 

2.2. 9.14 Allliy outside sup,pltersused for mai11terna11cethat arevisrtorsto tlle·faoili'tyare to be escorted 
anc:11 monitored while perfom1ing mainternance, to ,oritical systems. Th is does 1not apply to 
contractors tl'ilat. are assigned to wrnt at the faoillty_ 

22. 9.15 Systems shall be hardernec:11, aml logs mornitored to ensure the a1i1oida:rnce or l'ile introcfllci:ion 
anc:11 exiploita' ion of ma cious ,code•. 

22. 9.16 Al l County wm1doroe members, im lu ng ,contractors, shla not create•, exeoute, forward,, 
or introduce ,comp1Uter code designed o self-replicate, dama,ge, or in pede tile performance of a 
complileli's memory, storag:e, qperatirng system,, or a:pp□calion soft!Nare. 
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22.19.17 In conjunction w ilh other access control poltcies, any ,oppol11mi'ly for ·rnformmion leakage 
shall be prevented tlil rough ,good sys em design 1Prac1ices. 

22 .19.18 Departments and/or contractors are responsible tor managing outsourced software 
development related to depart1nent-owned IT systems. 

System Re,q i rements 

A11y system · hat p1uoesses or stores County lnfmmatirnri shalt 

22 .19.19 Baseline contiguratton shall incorporate P11iincip e of Least Privitege a:m::I IF1unc1ion atity. 

22.1920 Systems shall be deployed where feasfble to utmze existing County authenti.catiori 
mettlods,. 

22..1921 Session inactivity timeouts shall be· imp ementedl for all acoess into and from Cou:rnty 
networks. 

22.1922 AU applications are to h:ave access controls unless specifically designated as a pu'.bltc 
access resource. 

22.1923 Meet the password requ iremernts defined in Secfiorn 2-2.1: Passwords. 

22.1924 strictly corntrol aooess enab ng only prtvilegedl users or supervisors o override system 
-oontmlls ,or the ,ca:pabilily of bypassing data val'idation or ed'iliing problems. 

22.1925 Monitor specia privi ege aooess1, e.g., admin5tration accounts. 

22 .1926 Restricit authonty to change ma;ster f iles to persons independent of the data pmoessing 
funotio111. 

22.1927 Have access ,control mechan·sms to prevent 1unauthmiized acoess or changes to dlata,, 
especially, the server file systems that are connected! to · he Internet, even behind a firewall. 

22.1928 Be capabte of mufi1neliy monitoring the access to mrtomatecl systems containing County 
lnfom10tio111. 

Log all moditicatiollis to the system ti les. 22.1929 

22.19:30 

22..1931 

22.1932 

Limit access o system utfl ity programs to necessary individualls with specific d'esignafion. 

Maintain audit logs 0111 a d:evice seiParate from lhe system being mon iliored . 

Delete or disable all defau'lt ao-oounts. 

22.1933 Restriot access to :server file-system oontrols to elliS'ure that all changes such as dtred 
write, write access to system areas and software or :service changes shall be applied onLy 
th roug'h t1"1a apprqpriate ichanJ;Je contro l p~ooess. 

22.19.34 Reslliid ac,oess to server-tile-system controlis that allow aooess to otlilar 1users' fi fes. 

22 .19.35 Ensure that servers -oontaining wer credentrals shall be· physically protec' ed, 17:arderiecl 
and monitored to prevernt tnappropriate use. 

2.2:.20 Procurernelllt Controls 

22.20.1 Breach notification requirements da:use to b;e included trn new or rooewal contraots for 
sys ems corntairn ing1 sensitive in'om1ation. 

22.202 Contractor shlall ~ port to the County immediately or within 24 hoLlrs when contractor 
beoornes aware of a11ry poten.ti!al or suspeded data breach of cont ractor's ,or subc,ontractor's 
systems rnvo ·ng Coornty's data. 

22.203 Departmernts shall review all procureme:rnts and renewals tor software ancl equipment 
(hosted1managied by tile rontractor) that transmits, stores, or processes selliSitive infmmafiori to 
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ensu re· that contractors are aware of and are in ,comptiance wi1h County's cybersecu:rity poticies 
if ~pplicable. Departments sh.all obtain dooumentatton suppo111ting1 t he b1U;siness partners,, 
contractors, or co111Sultants' compliance withl County's ,cyberseourtty poricies s ch as: 

• SOC 1 Type 2 

• SOC.2 Type.2 

• Secumy Certmcatio11S (ISO, PCI, etc.} 

• F·edRAMP certification 

• Penetration Test Results 

2.2.21 rr Semoes Provlided to P b lic 

22.21 .1 PIU'bltc access to County electronic ·rnrormation nesour,ces shall provide desire services tn 
accordance wfl safegl!J!ards designed • o proted Co1Unty resources. All County etootrontc 
information resources are to be re\liewedl at least qL1arterty. 

2.2.22 Removable IMedia 

22.22.1 When no l'.ong,er required, the contern s of removable medra shall be permane'fitty destro.yed 
or rendered unrecoverab l:e in ac,corda:rnce with applicab e department, County, state, or federal 
record d'isposal andlor retention requirement. 

3 CONf GU RATION & CHANGE MANA1GEMENT 
Configuratf.on and Change Management ("CCM"), is the process of m ·ntain ing the integrity of 
hardware, software, firmware, and documentation ne11ated to the• oonfiguratim1 and change 
management process. 0CM is a continuous process of ,corntrolling a:nd appro ·ng changes to 
informatf.on or technolog,y assets or rel!ated infrastru.cru re that sup;port the cn11cal servtces of a 
organization. This process inctudes the addition of new assets, ,changes to assets, anc:l lhe etiminatio 
of as"Sets. 

Cybersecunly is an integral compo.nent to information systems fi'um the onset of the pfoject o r 
acquisition through imptementation ot 

• Ap,pltcatiori and system securiiy 

• Configuration mana.gem:ent 

• Change control procedures 

• Bn.cf'Ylptio and key management 

• Software· matnternmce, i11clud'ing1 but 1rnot limited to , 1L1pgrades, anti\li fl!JiS, patching and 
malwa:re detection response systems 

As the complexity of informalion systems increases, the comp exity of the processes used to create 
th.ese systemiS also increases1 a;s does the probability of accide:rntal errors in con g.uratian. The impaot 
of these errors puts. data ,md systems · hat may be ,cril!ical to bl.ls·rness operations at significant risk of 
failure that co Id cause l he organ izatlon to tose business, suffer dlamage to its reputationi, o r dose 
comp etely. HavinJ] .li 0 CM process to protect against these liiS!ks is vital to the overall securiiy posture 
of the organization. 

3.1 GOALS AND OIBJECTilVES 

3.1 .1 The [ifecyd e of assets is managed. 

3.1.2 The integri'.l.y of techn.010911 and informatiorn assets is rnanagedL 
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Asset configuration baselirnes are -estab[ished. 

3-.2 CONIFIGIU RATIION & CHANGE MANAG,EMENT POLICY STATiEMENTS 

32.1 Oha11.ges to all irnrormatiorn 1Processing1 facilities1 systems, software, or procedures sha.111 be stliotLy 
oorntroUed according ~o form cha:rnge ma:rnagement procedures. 

3.2.2 Cha11.ges i111pacting security applia11.ce-s managed l::ly tfile County 1(e.g., security archileotm-e , 
seoortty applitanoes, Oomrty firewall, Websile listingiS, application listi11.gs, ema□ gateway, 
aclrnin istrative accounts) shall be re • ewe • by tfile County in acoorclanoe with 1!he Oounty Security 
Review and Ap;proval Process. 

3.2.3 Only a:uthom:ed users sllall mak.e any chang;es to system ancllo software configuration mes .. 

3.2-4 On[iy alilll.oriz-ed users shall download and/or ·nstall operaling sysrem software, service-related! 
sofitware (such as web server sottware•). or other sofitware applications ion County icomputer 
systems/devices wilfilout prior writte111 aut!l'ilorization from department IT management. Thiis 
indmles, but iis not limited to, fre.e software, computer games a:rnd peer-to-peer fi fe sharing1 
software. 

3.2..5 Each clep.artment andfor contractor shall develop, a formal cllang;e icontrol 1Proceclure 1!hat outlines 
1!he process to be used for iclentifyirng, cl'assifying, ap,provirng, im;plemen ·ng, testing1, andl 
d'ocumernting1 ,changes to i'ls Ill resources. 

32.6 Eaoh deiPal1men1 a:rndfor rontraotor shall con-duct period'ic au.dits designed • o determine if 
unau.ttil.onzed software has. beern instalted om any of its con~puters. 

3-2.7 As appropliate,, se,gre_giation of dulies sha.11 be implemented bJ/ a.II Oournty ctepa.rtmernts to ensure• 
1!ha.t 11.0 sing'le person has control of multiple critical systems ancl the potential for misusi11.g that 
oorntro _ 

3.2..8 PliOductiorn computing ellivironments sh I be s~parated from cleve'lopment and test computing1 
ernvirorirne111ts to r-eduoe th.e· liisk. of one ernvi1u rnment. adrverse ~ affecting anottler. 

3.2..9 System capaci'ty reqi.frements shall be moni.tored, an~ usage projected to ernsure tti.e ,confim!.lal 
avair,abflity of a:deq;mrte pmcess·ng power, l::la111-dwtclth, a:nd storage_ 

3.2..10 System accepta:rnce criteria fo alll new · formation systems and syste upgrades shall be c:l efined1 
d:ocumernted, anc:11 utflized to minimize risk of system farlure. 

4 VU LNERABILIITY MANAGEMENT 
The Vu'lnerabrlily Management c:lomain focuses on the process by wfl ich organizations identify, 
analyze, an~ ma:rnage vulnerabil'i'lies in a cn:ti.ca l servtoe"s operating environmernt. 

4.1 G,Q,ALS AND OBJECTilVES 

4.1:1 Preparation for ViU nerabil[W a:rnaL'ysis an resolution activili.:e-s is e:omlucted. 

4 . .2 A process for i'Cle111.tifying1 ancl analyzing vutnerabirities is establistil.ed aT11cl maintained. 

4. ,3 Exposure to id.ernffied vul111.erabili:ties is managed. 

4.1.4 The root cal!.lses of vu rnerabil.i'lies are addressed. 

4.2 VULINEIRABIILliTY MAINAGEMENT POLICY ST.ATEMENITS 

4.2.1 D.epa.rtme111ts andfor ,oontractors sha[I d.evelop arid maintain a vulrnerabilil:y ma:rnag,ement process 
a..s p.art of ils Cybersecumy Program. 
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5 CYBERSECURIITY IINCIIDEINIT MANIAGEMIEINT 
Information Securfty lnoident Management establish.es thle po[icy to be UJSed by eaohl department 
and'!or corntraotor in planning1 for, reporting 0111, and res:pornding to ,oomputer seounty incidents. Fo r 
these p'Ul'J)Oses an incid.ent iis defined! as any irregu lar or adverse event tllat occurs on a County 
system or etwor1c The goal of ·noiderrt man!agement f,s to mitigate t hle inwact of a d'isrupt" ,e event. 
To aooomplish this goal, an organization estab lishes prooesses that 

•· detect and lde11tify evernts 
•· tnage and analyze events to determine whether an incident is um:letWay 
• respond andl recover from an incident 
• improve the organization's capabflilies tor respond'ing1 to a future incid:e11t 

Th is domain d'.eafines management oonrtrofs for addressi11g cyber incid'.ents. Thie controls provide ai 

consistent and effective approaoh to Cyber lnctdent RespoMe aligned with t he Cmmty's Cyber 
Incident Response Pla:n, to include: 

•· CoUection of evid'.enoe re lated to · hie cyber incident as ~ppropriate 
•· Reporting procedures irnd uding a:rny and all statutory reporting1 requirements 
• Incident remediatiorn 
•· M'i11 imum logg ing prooedu es 
•· A!'lnual testirng oHhe p n 

5.1 GOALS AND OBJIECTIMES 

5.1.1 A prooess for identifrying, analyzrng, respom:ling to,, and leam rng from incide11ts is established_ 

5.1.2 A prooess for detecting , r~porting1 triaging,, arid analyzing events is establiishledl 

5 . . 3 lnctde11ts are cted ared am::I analyzed. 

5. .4 A prooess for respond·ng o a:ncl raoovering from inctde11ts is estal>lish.edl. 

5.1.5 PosHncid.ent lessons lea:medl are trans iated into tm:provement strategies. 

5.2 CYBEIRS!ECURITY INCIDENT MANA.GEIMIENiT POUICY STATEIMENITS 

5.2.1 Cyberseoulity incident ma:rnag,ement procedures shall be established withli eachl cf.epa:rtmen 
,mdlor coo.tractor o ensure qutdk:, orderly, and effective responses to secun1y i11cidents. In the 
event ai cfepartmoot has 11ot esta!Jlishled these procedures, e department may adopt the· County's 
Cyber lnctdent Response Ptan. The steps involved in managing a seourtty inoidoot -are typically 
categoitred into siix sta9es: 

5.2.2 System preparation 

5.2.3 Problem tdenti:ficatio 

5.2.4 Problem ,oontainment. 

5.2.5 Problem eradtca • on 

5.2.6 lnctde11t rernveiy 

5.2. 7 LeSSOlliS teamed 

5.2.8 The d9ipartment shall act as the aison between applicab e parties d'uling a cyberseourity • • cf dent 
The departmoot shall be • hie· department's primary point of contaot for all IT sec rily issues. 

5.2.9 A desig11ated security oontad for all cybersecuri:ty incidents . 

5.2.10 Departments and1or oontraotors. shlall conduct period ic (at least annually) ,cyberseourtty incidm t 
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scooario sessions for personnel associated wifh the ,cybersooumly incident. hand ling team to 
oosure that they understand current tl'l reats and risks, as well a;s their responsfbi[ities in supporting 
the cybersecmity incid,ent handling team.. 

5.2-11 Departments andl,or contractors shal I devetop and d'.ocumerit prooedures for reporting 
cybersec rity irncidents. For ex.arr,ple, all em:p oyees,, oorntracitors, and customers of Cournty 
inlormaticm systems shall be required to 1110 e and repo • any obSJef'l/ed or suspected sew rity 
weakme-sses in systems to management Im the event a departrnent has 111ot establl,shed these 
procedures, tfl.e, department may adopt tile- Cournty's Cyber Incident Response Plan. 

5.2-12 Eaoh d'epartrnent andlor contractor shall fam ilf,uiize i:ls emproyee-s om the use, of its cybersewrity 
irncictent reporting pliooed:mes. 

5.2.H Contact with local a:uthoril[e-s. ·noluding1 ra,w enforcern-ent, sh I be conducted through an 
organ ized, repeatable process tllat is both well documented and oom mun[cated. 

5.2.·14 Contact with speoia interest groups, irnc udtng med'[a and labor relations, shall be conducted 
th1iough1 a:n orga:rnized1 repeatab e process that is both well documented and ,oommunicatec:11. 

5.2.-15Where a tollow-1..1p a.otion against a:rn entity after a ,cyberseourity incoclernt shall irnvolve civil or 
criminal legal acliorn , evidernoe shall be ool eoted, retained, arnd presernted to oonform to th.e rules 
for evidence as demanded by tile relevant ju risdiotion(s ). At 1he- O~partment's diiS'oretion, tll ey may 
obtain the services of qu med extemal pmfessionals • o comptete· tllese tasks. 

5.2:.16 Departmel"lts, anCll1or corntr:actors shall report ,cyberseourity incidents to the County pursuant o the 
Contract. 

6 SERVICE CONTIINUIITY IMANA.GEMENT 
Service conrtinuity plan rning is one of the more importani aspecils of resilience ma:rnag:emeni because 
it provides a process for preparing fm and resporndirng to diisruplive evernts, whether 111atural ,or rnan­
made. Qperational disruptions may ooour regularfy" and ca111 scale from so small that the imp.act iiS 
essentially negligible to so arge that tlhey cooltl prevenl. an organizatton from achie,{ rng i'ts mission. 
Servioes that are most importarnt to an org1anizatio111's abi[ity to meet its mission are oornsid:ered 
essential and are focused on first when responding to Cll isr1..1pUorn;_ Tll.e process of identifylrng and 
prioritizing services a:rnd the assets hat siupJ)()lt them is foundational to service oorntinuity. 

Service ,oontinuity pFam1in91 provides the organization wifh predefined procedures for sustaining 
essential operations rm vaiying adverse conditions, from minor trnterrupttons to large-scale incidents,. 
Fm ex.am.pie, a power interr11Jplion or failure of an IT componernt may necessitate manu work.alimmd 
procedures during repairs. A data center outag:e- or loss of a busirness or acility housing essootia 
services may require tile orgarnizatton to recover busi rness or 11T operations at a:rn alternate locat[on. 

The process of oliSSessing,, 1priamizirng, pl'anning and respornd'irng1 to, a:rnd improving pla:rns. • o address 
sruptive events is lknowo as service conttrnui:ly. Tll.e• goa o:f sei-vi.ce contin ity is o mi'tigate • he iliflp.aot 

of disruptive evernils by utilizing testec:11 or exercised p!ans that facil'itate pred'i.ctable a:nd ,oonsiistent 
oon ·nuity of essential services. 

This dom,frn defines requirements to documernt,, imp .emeni a:nd anmu1ally test plallis, indud·ng the 
testing of al I appropriate oyberseoun-:ty pmviiSions, • o minimize impact to systems or pmoesses "hum 
the effects of major fatlures of informatio111 systems m dis.asters via adoption and annual testing of: 

•· Bus[rness Conttrnui:ly P1an 
• Disaster Recovery Rian 
•· Cyber I rncid'.ent Respornse Plarn 

Business Oorntinuity is intended to ,oounteraci inteooplicms in business activities and to prated critical 
business processes from tll.e effects of significant disruptions. Disaster Recovery 1Provides for Hie 
restoratiorn of criti.cal County assets, irnc uding 11T infrastmctme anCIII systems, sta , and faci[ities. 
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16,. 1 GOALS AND OIBJECTIVES 

6.1.1 Service contfrmcty plians for high-value services are cfevetopect 

6.1.2 SeNice contrrmrty plians are reviewed! to resolve cm1tliots betweoo plans,. 

6.1.3 SeNice contfnufiy plians are tested to oosure they meet their stated o ,yedives. 

6:1.4 SeNice contfrmrty plians are tested( executecl, and reviewed!. 

16,.2 SERVICE CONTIINUrrY MAINAGEMEINT POUCY STATEMENTS 

6.2.1 Badkups of all essential electronically maintai ed Ommty business a'ata and system 
oonrfigu ratio11s shall be routinely created and propet'ly store to e11,sure prompt restora • 0111. 

6.2.2 Eaol'II departmernt andlor contractor shall imptement and document ai baokup applioach for 
oosuring the avarlabilily: of c111ical applicalion databases, SilfS~em configuration files, and!or any 
otlher er.eotronic i1nrformatron c111ical to marnrtai11 ing1 nomal business o;peratrons within fh.e 
d.epartmernt 

6.2.3 The freq ency and externt m back1..1ps shall be irn ac,oordance with the importance of the i11formaliorn 
and , he acc~ptab :e, risk. as determined by eaclh1 departmoot. 

6.2.4 D.epartmenrts and'!o:r contractors sh I oosure that locations where backup med,a are stored are 
safe, seoure, and 1Protected from ernrironmootal hazard:S. Access to backup medta1 shall be 
oommensurate with the highest leve l of i11format io111 storedl and physical aooess oontrols shall meet 
or exceed the physic access controls of tile data's source systems. 

6.2.5 Badkiup me a shall be labeled and handled i111 aooordanoe wilh the hig'.lhest sensilivi'ty leve of the 
inJom,atio:n stored 011 the media. 

6.2.6 D.epartmenrts andfm co11tractors sh!.!II cfafine a:nrd periodica[ly test a formal prooedure designed to 
verify the suocess of the backup process_ 

6.2.7 RestoratioTil from badkups shall be tested rrnilially once the pmcess is lrn place and 1periodtcally 
afterwards. Confirmation of business fimct[onality after restoration sh1 I atso be • ested i111 
oonrjunotio111 with • he baokup, procedure test 

6.2.8 Departmernts and/or contractors shall retain backup information on~ as tong as needed to carry 
out the purpose, for which the data was collected!, or for , he rni11 irnum period required by law. 

6.2.9 All emate storage facinties shall l:Je used to ellliSure confidernttiality, integrity and availabil[ty of all 
County svsterns. 

6.2.10 Eaoh d~partment ,mdfor co11traotor shaill develop,, 1Peli'odf.caUy upcl'ate,. andl reg tarly test business 
oorntinu ity anrd dtsaster recovery pla11s. 

6.2.111 Departmernts am1'far contractors shall review and upd'ate • heir Risk Assessments (RA.s) andl 
BIUisiness I p,aot Analyses (BIAs) as r11ecessary, detennrnredl by departmernt managemoot 
(arnmrally is recom ,ended)_ RAs include department iden • 1 catio111 of risks that can ca.use 
irnterruptions to business pmoesses o:rng with the pr1ooability and irn pad of suoh interrupttons and 
the oornseq;uenoes to lrnformatiorn secun)y. A BIA establishes the list of pliOoesses and systems 
that , he d~partrnent h1as C!leemed critical after penorming a risk. analysis_ 

6.2.12 Continuity plarns shall be devel~ped a11d implemernted to 1pmvide for oorntinuity of business 
operations rnr the event that clitical IT assets beoorne urnavailable. P!ans shall provi'de for the 
avai!abflityof information at tile required teve and wftlh in the established Recovel)!Time Objective 
(RT0 )1 and their locatirn111, as altemate faci[ities shall be UiS'ed to maintain conrUnurty_ 

6.2.H Eaol'II department andl'm oorntra.otor shall maintai111 a compreh,ensive plarn documem ,oontafning its 
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nformation Tedmollogy Security Guidelines 

bU1si11 ess, contrrmily plans. Ptans shall be wrnsistent, address informaHon seourtty reqlllirements, 
and identify priorities foir testing1 and malrntenarnce. 

6-2.1 4 Eaoh department and/or contractor sha II define faitlllre 1prevemtio111 protoools to marrntain 
oonfidentiali'ly, integrity andl availability. D~partments and/or oontractoirs shall automate failover 
pmcedlllres wll.ere applicable and maintain adequate 1~pred'iotabte), levels of ancillary coml)011ents 
to meet this provision. 
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County of Orange 

John Wayne Airport 
Charlene Reynolds, Airport Director 

400 W. Civic Center Drive, Santa Ana, CA 92701 (855) 886-5400 

Attachment B

Friday, September 11, 2026 

NOTICE OF SOLICITATION RESULTS 
RFQ No. 280-3026801-CP 

QVL for Airport IT Systems Design Services – Task Orders 

To: All Respondents 

The County of Orange is pleased to inform you of the Solicitation Results for RFQ-280-3026801 - QVL FOR 
Airport IT Systems Design Services – Task Orders. The top three (3) firms are recommended for contract 
award. The list of Respondents on the QVL will be utilized to provide services for any project valued up to 
the Board approved threshold, negotiating fee and scope independently upon each contract award. There 
is no guarantee of usage given by the County to the Respondent(s) regarding the QVL and/or any contracts 
which may result from this solicitation. 

Respondent Results QVL 

Burns Engineering, Inc.* 2865 Yes 

Faith Group, LLC* 2790 Yes 

Arora Engineers* 2780 Yes 

M2P Consulting Inc 2635 Yes 

Wipro LLC 2395 No 

Net Force 2385 No 

Arup US, Inc. 2345 No 

Telavit LLC 2120 No 

Satwic 2045 No 

Azimuth Zero, Inc. 1880 No 

Kopius Inc. 1795 No 

Tec-Refresh, Inc. 1590 No 

*Recommended for a Task Order contracts. 

The results are subject to approval by the Board of Supervisors and are tentatively scheduled to be heard 
at the October 27, 2026, meeting at 9:30 a.m. The meeting will be held in the Board Hearing Room on 
the 1st floor of County Administration North, 400 W. Civic Center Dr., Santa Ana, California 92701. Your 
attendance is not required at this time. 

NOTICE OF SOLICITATION RESULTS 
Request For Qualification (RFQ) - Airport IT System Design Services 
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Attachment B
Should you have any questions regarding this notice, please contact Choy Pham at cpham@ocair.com. 

We appreciate your participation in our solicitation process and invite you to participate in future 
opportunities. 

Sincerely, 

Choy Pham 
Deputy Procurement Agent 
County of Orange, John Wayne Airport 
(949) 252-5128 

NOTICE OF SOLICITATION RESULTS 
Request For Qualification (RFQ) - Airport IT System Design Services 

Page 2 of 2 
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RFQ 280-3026801 CP Airport IT Systems Design Services 
Attachment C

Qualification and Related 
Experience/Technical 

Expertise 

Key Personnel/Proposed 
Staffing 

Availability to Perform 
Services 

SOQ 
Organization/Completeness 

of Response 

Compliance with the 
County Model Contract 

Written Evaluation Score 
Total 

400 Points 175 Points 250 Points 150 Point 150 Points 
1 Arora Engineers 360 140 230 135 25 890 
2 Arup US, Inc. 380 125 200 130 0 835 
3 Azimuth Zero, Inc. 240 100 180 120 25 665 
4 Burns Engineering, Inc. 390 170 240 140 25 965 
5 Faith Group, LLC 360 160 200 130 25 875 
6 Kopius Inc. 260 100 160 100 25 645 
7 M2P Consulting Inc 380 155 225 130 25 915 
8 Net Force 350 140 200 120 25 835 
9 Satwic 320 100 200 120 25 765 

10 Tec-Refresh, Inc. 170 100 175 120 25 590 
11 Telavit LLC 320 120 200 120 25 785 
12 Wipro LLC 320 140 200 120 0 780 

Qualification and Related 
Experience/Technical 

Expertise 

Key Personnel/Proposed 
Staffing 

Availability to Perform 
Services 

SOQ 
Organization/Completeness 

of Response 

Compliance with the 
County Model Contract 

Written Evaluation Score 
Total 

400 Points 175 Points 250 Points 150 Point 150 Points 
1 Arora Engineers 400 175 250 150 25 1000 
2 Arup US, Inc. 300 125 200 110 0 735 
3 Azimuth Zero, Inc. 250 100 200 100 25 675 
4 Burns Engineering, Inc. 400 150 250 150 25 975 
5 Faith Group, LLC 400 175 250 150 25 1000 
6 Kopius Inc. 275 100 160 100 25 660 
7 M2P Consulting Inc 380 125 235 130 25 895 
8 Net Force 350 125 200 100 25 800 
9 Satwic 300 95 200 100 25 720 

10 Tec-Refresh, Inc. 150 75 150 100 25 500 
11 Telavit LLC 300 125 200 100 25 750 
12 Wipro LLC 375 120 200 125 0 820 

Qualification and Related 
Experience/Technical 

Expertise 

Key Personnel/Proposed 
Staffing 

Availability to Perform 
Services 

SOQ 
Organization/Completeness 

of Response 

Compliance with the 
County Model Contract 

Written Evaluation Score 
Total 

400 Points 175 Points 250 Points 150 Point 150 Points 
1 Arora Engineers 400 175 240 145 25 985 
2 Arup US, Inc. 355 125 235 125 0 840 
3 Azimuth Zero, Inc. 250 100 170 120 25 665 
4 Burns Engineering, Inc. 400 173 240 145 25 983 
5 Faith Group, LLC 400 175 240 145 25 985 
6 Kopius Inc. 200 100 150 100 25 575 
7 M2P Consulting Inc 385 160 235 130 25 935 
8 Net Force 350 160 200 120 25 855 
9 Satwic 300 100 190 110 25 725 

10 Tec-Refresh, Inc. 170 100 175 120 25 590 
11 Telavit LLC 300 100 150 120 25 695 
12 Wipro LLC 375 120 190 130 0 815 

Qualification and Related 
Experience/Technical 

Expertise 

Key Personnel/Proposed 
Staffing 

Availability to Perform 
Services 

SOQ 
Organization/Completeness 

of Response 

Compliance with the 
County Model Contract 

Written Evaluation Score 
Total 

400 Points 175 Points 250 Points 150 Point 150 Points 
1 Arora Engineers 350 150 225 125 25 875 
2 Arup US, Inc. 325 125 200 125 0 775 
3 Azimuth Zero, Inc. 175 100 150 100 25 550 
4 Burns Engineering, Inc. 325 150 200 125 25 825 
5 Faith Group, LLC 350 150 225 125 25 875 
6 Kopius Inc. 200 75 125 100 25 525 
7 M2P Consulting Inc 300 150 225 125 25 825 
8 Net Force 300 125 200 100 25 750 
9 Satwic 225 100 150 100 25 600 

10 Tec-Refresh, Inc. 125 75 175 100 25 500 
11 Telavit LLC 275 100 150 125 25 675 
12 Wipro LLC 325 100 200 120 0 745 

Experience/Technical 
Expertise 

Staffing Services 
SOQ 

Organization/Completeness 
of Response 

Compliance with the 
County Model Contract Total 

1 Arora Engineers 375 150 230 125 25 905 
2 Arup US, Inc. 300 100 200 100 0 700 
3 Azimuth Zero, Inc. 175 100 150 100 25 550 
4 Burns Engineering, Inc. 370 160 230 140 25 925 
5 Faith Group, LLC 375 160 230 140 25 930 
6 Kopius Inc. 200 100 150 100 25 575 
7 M2P Consulting Inc 300 120 175 100 25 720 
8 Net Force 275 125 175 100 25 700 
9 Satwic 250 75 150 100 25 600 

10 Tec-Refresh, Inc. 150 75 125 100 25 475 
11 Telavit LLC 250 100 200 100 25 675 
12 Wipro LLC 350 100 225 125 0 800 

Vendor 

Vendor 

Vendor 

Vendor 

Vendor 

Evaluator No. 4 

Evaluator No. 5 

Written Evaluation 

Written Evaluation 

Written Evaluation 

Written Evaluation 

Written Evaluation 

Evaluator No. 1 

Evaluator No. 2 

Evaluator No. 3 

Page 1 of 1


	Attachment A – Model Contract MA 280-26011105 for Airport IT Systems Design Services.pdf
	AIRPORT IT SYSTEMS DESIGN SERVICES
	Attachment A
	Scope of Work
	Attachment C:
	Staffing Plan




